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The evidence provided in this challenge suggestghat the subject of the investigation, Steve Vogon,
engaged ina conspiracy with an external party to transfer sensitive files for profit. Relevant user activity
in the form of internet activity, covert file transfer tool usage and bash commands executedfrom within
the gnOme-terminal support this assertion. In addition, the subject appears to have an interest in local
privilege escalation exploits to include the downloading and configuring exploit source code.

A handful of tools and techniques were usedin the investigation and include:

1 Ruby?script to recover transmitted file (archive.zip)

1 Ruby script to associate memory resident timestamps with gnome-terminal commands

1 Ruby script to find and provide relative timestamps for nautilus and gnome -panel launched
applications

1 Application of the Linux grep utility to find logs, commands and timestamps in memory

1 Use of Scalpet to find wtmp, network capture files and recently used files entries (recently-
used.xbel).

T Use of ElcomSoft ds Zigrchiverzipusingypasswdrd and known plaindextc r a ¢ k
methods.

1. What relevant user activity can be reconstructed from the
data and what does it show?

This section will discuss relevant activity by the source application or service.

1.1. Gnome-terminal activity

Examination ofthes u b j ese of thegnome-terminal application provided a great deal of data that

indicatesthe type of user(expert), and t hat wuserd6s activit gubjectwiinst act i vi
the gnome-terminal application appears to besuspect. This activity wasextracted exclusively from

memory.

In order to extract user entered terminal commands from memory, a simple grep expression was used
(example: st rings chall enge. mem| §r ©ne ofdhe magov lienat@gscof thisd
approach is that these strings are not in any particular order as they are scattered across the memory

1The example scripts are dependent on a default ruby installation (version 1.8.5 or better).

2 Developed by Richard Golden: http://www.digita Iforensicssolutions.com/Scalpel

3 The strings can be dumped to a text file to avoid using the strings command continuously. This would be
accomplished by: strings challenge.mem > challengestrings.txt
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dump. Therm commands are of particular of interest as they point to files that the user actively wished
to remove and that we may wish to recover. The successful dfort to recover these files will be described
in Appendix B. Figures 1 and 2 showwhat appear to be commands issued bystevev@goldfinger.comas
well as memory resident portions of .bash_history. This file typically remains in memory during a session
and is written at the sessionf6s closure.

[stevev@goldfinger ~]$ rm xfer.pl Deleting a perl file used to transfer archive.zip

[stevev@goldfinger ~]$ rm archive.zip

[stevev@goldfinger ~]$ ./xfer.pl ar chive.zip Transferring archive.zip

[stevev@goldfinger ~]$ cp /mnt/hgfs/zip /mnt/hgfs/Admin_share/

[stevev@goldfinger ~]$ export http_proxy="http://219.93.175.67:80" setting an http proxy for xfer.pl
[stevev@goldfinger ~]$ rm archive.zip

[stevev@goldfinger ~]$ cp /mnt/hgfs/software/xfer.pl .

[stevev@goldfinger ~]$ unset http_proxy \ removing the clearing the http_proxy environmental variable

Figure 1. Bash remnants

The .bash hi st ory file is not pr est@nandwanpresumably deleted bgthede 6 s h o me
subject. This file is of forensic interest as it contains a persistent buffer of commands issued within a

given terminal environment . I n the case of the suspec:
commands (HISTSIZE=1000). The bash_history file is simply a sequential list of commands. Finding

these commands is necessarily a manual process as there are neither headers nor footers to carver

generic strings that lend themselves to a regular expression.

Using the commands found using the technique described in paragraph 1.1as a point of departure, one
can search for a given command (such as unamé a) in the strings output of challenge.mem and look for
commands that proceed and follow it in the output. Figure 2 shows annotated portions of what appears to
be .bash_history elements. This excerpt shows the copying of .xIs files and pcap files from the VMware
host shared folder, the determination of the version of XWindows running and the downloading,
installation and attempted running of an exploit for XWindows (xmodulepath) and the creation of
archive.zip.



mailto:stevev@goldfinger.com

Devin Padeni devin@spectreworks.com

uname-a

Il -h

mkdir temp

Il -h

chmod exrw temp/

Il -h

cd tamp/

cp /mnt/hgfs/Admin_share/*.xIS cp FILES OF INTEREST FROM VM Ware HOST
cp /mnt/hgfs/Admin_share/*.pcap .

exit

uname-a

exit

X-v

X -V

X -VersionxmobuLE Exploit is version dependent, usepassiblychecking version here
cd temp

wget

DOWNLOADING AND INSTALLING XMODULE EXPLOIT FROM METASPLOIT

tar -zpxvf xmodulepath.tgz

cd xmodulepath

unset HISTORY

./root.ShATTEMPT TO RUN EXPLOIT CODE, This file is found within xmodulepath.tgz
Exit

zip archive.zip /mnt/hgfs/Admin_share/acct_prem.xls /mnt/hgfs/Admin_share/domain.xls
/mnt/hgfs/Admin_share/ftp.pcaQ ppi ng up Archive.zip frodrectory | es on thg
chmod exrw temp/

HISTFILESIZE

E[%dS

HISTFILESIZE

cd XmOdU|epaﬂGoing to a directory containing the xmodulepath exploit source code.
Figure 2 likely elements of .bash_history (annotated)

1.2. System Logs- Memory

Severallog remnants were found in challenge.mem. These includevarious system logs such asvtmp and
auth.log. Figure 3illustrates a lengthy grep expression used to find fragments of logs inchallenge.mem.
This technique is very useful in the cases where logs have been deleted but the system has not been
rebooted. One useful bit of information discovered is an indication that wireshar k was run by the subject
with root privileges.
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Figure 3 Grepping for logs

1.3. Network Connections

The subject appears to have run a number of network status commands (netstati tupan). Remnants of
these were pulled from memory and show connections to hosts of interest. Figure 4 shows connections to
Di sney 6 s(19&H15.598.114 209.170.113.63}he proxy used by xfer.pl (219.93.175.67) ad Ekiga
(86.64.162.35). The proxy connection is directly related to the subjects file transfer activity discussed in
paragraph 4. The connection to Ekiga is interesting from the standpoint that it could potentially be
another avenue of communication.
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Figure 4 netstat -tupan results

1.4. Application History
1.4.1. Gedit history

This history was found in dfrws2008/response_data/user_files/.gnome2/gedit -metadata.xml.
Examination of this history indicates that the user viewed and/or edited files that are of forensic interest:
/home/stevev/.recently -used.xbel

/home/stevev/.config/gt k-2.0/gtkfilechooser

/home/stevev/.lesshst

/home/stevev/.bashrc

/home/stevev/temp/ELF%20exploit.sh

/home/stevev/.bash_history

The files .recently-used.xbel and.bash_history contain a history of commands used or files accessedby the
subject. Both of thesefiles were missing fromthe s u b j &ame dirsctory. The file ELF%20exploit.sh
sounds sinister and may be additional evidence of the user attempting to use Linux exploits.

=A =4 =4 -8 -8 -4

1.4.2. .recently -used.xbel
This file is of forensic interest and shows the files recently accessed via gnome applications.Though
deleted, the contents of this file can be found in the memory image via the grep expression: grep 'xbel
version="' challengestrings.txt | more or by an addition to scalpel.conf. Figure 5 indicates that the subject
opened .bash_history and ELF%20exploit.sh on 12/9/2007.

<xbel version ="1.0"
xmins:bookmark =" http://www.freedesktop.org/standards/desktop - bookmarks "
xmlns:mime =" http://www.freedesktop.org/standards/shared - mime- info "
<bookmark href ="file:///home/stevev/ .bashrc " added="2007-12-09T06:16:47Z "
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modified ="2007-12-09T06:16:48Z " visited ="2007-12-09T06:16:47Z ">
é

<bookmark href ="file:///home/stevev/ .bash_history " added="2007-12-
09T06:16:54Z " modified ="2007-12-09T06:16:55Z " visited ="2007-12-09T06:16:54Z ">
é

<bookmark href ="file:///home/stevev/temp/ ELF%20exploit.sh " added="2007-12-
09T06:24:59Z " modified ="2007-12-09T06:24:59Z " visited ="2007-12-09T06:24:59Z ">
é
</ xbel >

Figure 5 .recently -used.xbel

1.3. Internet History

The user's internet history from 12/8/2007 through 12/16/2007 was suspicious in the sense that the user
was interested in4:

Offshore banking, to include webmail form to noblebank.pl regarding opening an account
Linux privilege escalation exploit research

Overseas travel within the next two weeks

long-term overseas stays

Extradition treaties of various countr ies

GoogleDocs collaboration with references to sale of possibly sensitive documents

= =4 4 -4 -4 A

1.4. Midnight commander
Midnight commander is a text based file management shell. Its history showsthat the user navigated
several directories that were of forensic interest. It also indicates several additional mount points to what
is likely a VMware host shared folder (/mnt/hgfs) and external media (/media/disk /DFRWS).

4A hel pful technique for browsing the t€entOfimstatlaosn Fi r ef o x

and substituting the default Firefox profile with the profile from the challenge . This is described in
Appendix D.
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Figure 6 Midnight Commander History

2. Is there evidence of inappropriate or suspicious activity on
the system related to the user?

Yes, In addition to the suspicious Internet activity mentioned in section 1, the subject performed other
suspicious actionsinclud ing:
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2.1. Experimentation with local privilege escalation
The subject atempted to run a local privilege exploit code from Metasploits. As shown in the
bash_history memory remnant, the xmodulepath local privilege exploit was downloaded and extracted
(Figure 2). Ashell script (root.sh) was run and its job was to create and link the exploit& object files and
then run the compiled and linked exploit (this information was found on metasploit) . The exploit does
not appear to have beensuccessfullyrun onthes u b j systeénd s

2.2. Evidence of Packet Sniffer usage

A fragment of auth.log (Figure 7) indicates that wireshark was run in the context of the root account on
Dec 15, 2007. This activity is possibly related to the development and debugging of the xfer.pl tool
referenced elsewhere in this report.

devinrubuniirs=yDesKiop/DERWS D8 ChallEngeydinvs20 08/ responsefdata/testing: IEIIEI

File Edit Wiew Terminal Tabs Help

Figure 7 auth.log fragment showing wireshark run as root

3. Is there evidence of collaboration with an outside party? If so,
what can be determined about the identity of the outside
party? How was any collaboration conducted?

Yes, there is evidene of collaboration and communication with an outside party in what appears to bethe
criminal sale of proprietary/sensitive data .

3.1. mail.google.com
There was evidence of collaboration via the subjectds
suspect.pcap. Some compelling evidence was found in gzipencoded http responses from
mail.google.com. Attachment E shows excerpts from Framesshown in Figure 8. These indicate a

5 Metasploit.com is a popular clearing house for exploit research, code and tools.
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collaboration and price negotiation via gmail with faatali@hotmail.com. In order to view this information
one must useWireshark& uncompressed entity body functionality display ed in Figure 8. Attached to this

report is an excerpt of the relevant decodead frames (content_encoding_gzip.rtf ).

2110 2007-12- 16 22:36:26.015429 72.14.247.19
: - 16

2223 2007-12-

200 OK (text/javascript)
\ [+

14.247.19

2242 2007-12-

16 22:36:40.247345 72, .151. HTTP HTTR/1.

<~ Internet Protocol, Src: 72.14.247.19 (72.14.247.19), Dst: 192.168.151.130 (192.168.151.130)
Version: 4
Header length: 20 bytes
P Differentiated Services Field: 0x00 (DSCP 0x00; Default; ECN; 0x00)

7] SOSpEC-peap = Wireshari IEIIEI
File Edit View Go Capture Analyze Statistics Help
LY - : A = J =
TN Srhecl e +F L EEacaal WEEX
[ Filter: |z:oding == "gzip") && (1p.addr == 72.14.247.19) I;] 4 Expression... | 4 Clear < Bpply
No. Time Source Destination Protacol | Info
o JERL HTTP HTTR/1.

(4]

[+

0330 2e 63 61 6d 5C 3e 22 2c 22 53 74 65 76 65 20 56 .com\>', 'Steve V
03a0 22 2c 22 73 74 65 76 65 2e 76 6f 67 6f 68 40 67 ','steve .vogon@g
03b0 6d 61 69 6c 2e 63 6f 6d 22 2c 31 31 39 37 36 34 mail.com ',119764
03cO 38 38 35 31 30 30 30 2c 22 49 20 61 70 6f 6c 6f 8851000, 'I apolo
03d0 67 69 7a 65 20 66 6f 72 20 74 68 65 20 64 65 6c  gize for the del
03e0 61 79 20 2d 2d 20 49 20 77 61 73 20 72 65 71 75 ay -- I was requ
03fo 69 72 65 64 20 74 6f 20 74 72 61 76 65 6c 20 72 ired to travel r

7| (AT

(4]

Frame (307 bytes) | Reassembled TCP (1713 b)«‘tes]l| Uncompressed entity body (4081 bytes)

File: "fhome/devin/Desktop/DFRWS08Challenge/dfrws2008/response_datafte...  P: 10243 D: 13 M: 5

Figure 8 Viewin g Uncompressed gzip encoded responses

3.2. GoogleDocs

GoogleDocs is an online suite of office productivity tools that is available from google.com. It appears that

the subject created a pricelist for proprietary and security relevant information and successfully
collaborated with a faatali@hotmail.com to sell this material.

A fragment within the user's Firefox history pointed to a GoogleDocsspreadsheet. This spreadsheet was

found in the Firefox cache and within challenge.mem:

http://spreadsheets.google.com/femail?id=017742632304305298979.6904981162451457119.089532315

59355367409.3362999466403390403&hl=en&to=%20%3Cfaatali%40hotmail.com%3E&cc =

Figure 9 shows a cached GoogleDocs invitation from StevevVogon@gmail.comto faatali@hotmail.com to
shareaGoogle cs spreadsheet c garticdadspieéaddsheebin questiori® displdyed in

Figure 10 and indicates a price list for various documents. There is an anndation in the spreadsheet

indicating thatAdcheptpablced i whin®©OK i s an indicator

of
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Google Docs - Mozilla Firefox

G -t - & ) &) [ nup:yspreaosheets.google comremailnid=017742632304305298979.6904981162451457119.089532315593 ]E] ©® Go

[l centos [71suppoert
History

[} CheckoutDisplayContacts

| CheckoutReview

[) checkoutReview

[} CheckoutSeatMap

|| CheckoutTravelerinfo

] comp.os.linux_security: Re: Sysmask security €
[ Continue

[[] CVE - CVE-2005-1263 (under review)

| Describe the problem you experience when tryi
[] extradition costa rica - 2w Geogle

[ Google Docs

| Gmail

] Gmail - Accountis set up - steve vogon@gmail
[ Gmail: Email from Goagle

[} Gmail: Email from Google

] Gmail: Email from Google

[} Gmail - Inbox - steve vogon@gmail.com

[} Google

[} Google

| Google Accounts

[ Google Accounts

[ Google Accounts

] Google Accounts

| Google Accounts

[ Google Accounts

[} Google Accounts

| Google Docs

[ Google Docs

[ Google Docs - All items

| Google Docs - All items

Done

search: | | [ view -

Invitation: Negotiate

From: Steve Vogon@gmail.com
Collaborators: <faatali@hotmail.coms
Viewers:
Subject: Negotiate (Google Docs)
Message:

I've shared a document with you called "N egotiate':
p google.comicee Pkey=pl958hhN-OvZf1 K54y Gy TXw

It's net an attachment — it's stored online at Google Decs. To open this document, just click the link above.

Add your message below: (optional)

nd Invitation Cancel

[E] [ @ [stevev)

[ @ Google Docs - Mozilla Firefox | [FIER

Figure 9 Negotiations with faatali@hotmail.com via

GoogleDocs

Figure 10 Pricelist for four files via spreadsheets.google.com
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