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Introduction

3EB CLOBKPF@P @E>IIBKDB CL@RPBP LK QEB JBODFKD >KA @LOOBI>QF
CLOBKPF@ BSFABK@B (K M>O0QF@RI>0 QEB >K>IVPFP LC KBQTLOH @>MQR
MBOCLOJBA QL OB@LKPQOR@Q QEB >@QFSFQFBP LC QEB PRPMB@Q

3EFP M>MBO FIIRPQO>QBP LRO PLIRQFLK QL QEB @E>IIBKDB 6B MOFJ>OFI
M>@H>DB CLRKA >Q EQQM TTT MVCI>D KBQ >KA >Il PLRO@B @LAB FP >
AL@RJIJBKQ OBCBOBK@BP KBT CB>QROBP TEF@E J>V KLQ ?B FK QEB @ROOE
OB@LJIJBKA OB>ABOP DBQ QEB I>QBPQ ABSBILMJBKQ FKCLOJ>QFLK >P ABP
EQQM TTT MVCI>D KBQ @DF ?2FK JLFK @DF #LTKIL>A

6B PQ>0Q LCC ?V MOBPBKQFKD LRO PLIRQFLKP QL QEB MOFJ>0V NRBPQFL

6B MOL@BBA TFQE FIIRPQO>QFKD ELT QEB /V%I>D M>@H>DB @>K ?B RPBA
BSFABK@B PR@E >P OBNRFOBA ?V QEB @E>IIBKDB 6B FIIRPQO>QB > MOL|
>SMMIF@>QFLK MLFKQFKD LRQ PLJB LC QEB FKQBOBPQFKD AFP@LSBOFBP T
PRJJ>OFPBA >KA QEB CLOBKPF@ OBMLOQP MOLAR@BA ?V /V%I>D >0OB OBC
FK > PRFQ>?IB CLOJ>Q QL MOLSFAB QL CROQEBO IFQFD>QFLK MOL@BPPBP

6B QEBK MOL@BBA QL AFP@RPP PLJB LC QEB @E>IIBKDBP PLISBA ?V QEB /
QL QEFP M>OQF@RI>0 >K>IVPFP 6B @LSBO PLJB LC QEB QB@EKFNRBP RPI
>KA KBQTLOH CLOBKPF@ >K>IVPFP

-LQB QE>Q J>KV OBPRIQP TB MOBPBKQ FKSLISB QFJBPQ>JMP %LO QEB MR
TFIl 2B MOBPBKQFKD >Il QFJBP FK QEB 42 $>PQBOK QFJBWLKB

Results of forensic analysis

Timeline

!BILT >OB PLJB HBV QFJBP OBI>QFKD QL QEB BSFABK@B

HBOKBI ILD ?LLQP >Q P @>K ?B PBBK COLJ QEB HBOKE
?RCCBQEB PQ>Q&digKars61235.541:1): initialized E>P QEB QFJBPQ>JM
FK RKFU QFJB

CFOPQ @LKKB@QFLK FK M@>M PQ>0QBA LK

I>PQ @LKKB@QFLK FK M@>M T>P >Q

JBJLOV @>MQROB T>P L?Q>FKBA >Q COLJ FKQBOK>I A>Q> PQOR@QR

3EB I>QBPQ QFJB FK QEB WFM CFIBP T>P

3EB CLOBKPF@ >K>IVPFP >FJBA QL >KPTBO > KRJ?BO LC PMB@FCF@ NRBP(
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What relevant user activity can be reconstructed from the data
and what does it show?
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PQBSB=SLDLK ELQJ>FI @LJ OB@BFSBA > @LKCFOJ>QFLK BJ>FI COLJ I
@OB>QFLK LC > KBT DJ>FI > @@LRKQ PQBSB SLDLK DJ>FI @LJ
2QBSB SFBTBA > DLLDIB PMOB>APEBBQ @LKCFOJFKD MOF@BP CLO Qe

OBCBOOBA QL >P PPBQP 3EBPB CFIBP TBOB ABP@OF?BA >P UIP PE
RPBOK>JBP >KA M>PPTLOAP > KBQTLOH AF>DO0O>J >KA >K CQM M@>M
E>A > IFPQ LC MOF@BP ©KA ATEBPTMELE>PB
2Q0BSB @LJIJRKF@>QBP TFQE C>> Q>IF QL >00>KDB QO>KPCBO LC Q
2Q0BSB BKNRFOBP >?LRQ LMBKFKD > CLOBFDK ?>KH >@@LRKQ
2Q0BSB @LKCFOJP TFQE C>> Q>IF QE>Q EB TFIl ABIpBBO QEB FQBJP >
use your 219. location".

P@OFMQ FP ORK LK QEB J>@EFKB BUCFIQBO>QFKD > WFM CFIB TFQ
QEB CFIB QL QEB (/ >AAOBPP >K (/ IL@>QBA FK *R>1> +RJN
3EB CFIB FP >K >O@EFSB @QLKQ>FKFKD FQBJP PMOB>APEBBQP >K
>K CQM @LKKB@QFLK TEF@QE FK@IRABA @OBABKQF>IP
3EB WFM CFIB T>P BK@OVMQBA 6B AB@OVMQBA QEB CFIB >KA BU>JF
@LKQ>FKBA BUCFIQO>QBA CFIBP TFQE RPBOK>JBP >KA M>PPTLOAP >

Is there evidence of inappropriate or suspicious activity on the
system related to the user?
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3EB RPBO ?LLHBA > CIFDEQ QL @LPQ> OF@> CLO #B@ QE OBQROKF
30>SBIIFKD TFQE > ">SQEBOFKB +>DO>KAB

2B>0O@EBA CLO $UQO>AFQFLK >OOBPQP LSBO PB>P >KA LQEBO PRPWN
2B>0O@EBA CLO MI>@BP QL IFSB PR@E >P QEB ,>IAFSBP

2B>0O@EBA CLO > IFKRU OBI>QBA SRIKBO>?FIFQFBP LK E>@HBO PFQB
A4PBA > PMB@F>IFPBA MBOI P@OFMQ QL BUCFIQO>QB >K BK@OVMQBA
4PBA QEB &BAFQ BAFQLO QL TFMB EFPQLOV CFIBP BAFQBA > CFIB @

Is there evidence of collaboration with an outside party? If so,
what can be determined about the identity of the outside
party? How was any collaboration conducted?
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2QBSB 5 T>P PBBK @LJJRKF@>QFKD TFQE > MBOPLK C>>Q>IF ELQJ>F
KBDLQF>QFKD TFQE QEBJ >?LRQ QEB P>IB LC QEB CFIBP
3EB J>FK T>V LC KBDLQF>QFLK T>P QEOLRDE PE>OFKD > DLLDIB PMO

Is there evidence that sensitive data was copied? If so, what
can be determined about that data and the manner of transfer?

Z ILQBKQF>IIV PBKPFQFSB A>Q> T>P @LMFBA COLJ QEB PVPQBJ >KA BL

IL@>QFLK FK J>I>VPF> 3EB BUCFIQO>QFLK L@@ROBA RPFKD > MOLD
FKQL @ERKHP >KA BK@LABA B>@E @QERKH FKPFAB > @LLHFB 3EB @L
OBJLQB >AAOBPP >P > MOLUV @LKKB@QFLK



DFRWS Challenge walk through

6B RPBA QEB /V%I>D M>@H>DB 5BOPFLK M OBQ QAL T KITLE AB/AC CML & B Q
3EB M>@H>DB T>P FKPQ>IIBA LK >K 4?RKQR '>OAV PVPQBJ >@ @LOAFK
MOLSFABA LK QEB TB? PFQRBonfigueF @akel \> 0 Riske install 6B >IPL FK@IRABA
QEB ROTFA IF?0>0V QL DBQ FKQBO>@QFSB EBU BAFQLO PRMMLOQ >MQ DI

6B ?BDFK ?V @OB>QFKD > KBT @>PB 3EFP TFIl @LKQ>FK >11 OBIBS>KQ BSF
FKSBPQFD>QFLK TB @>11 QEB @>PB ACOTP 6B DL QL ">PB ,>K>DBJBKQ "OB

6EBK @OB>QFKD QEB @>PB TB cBRePQF@EWILLKB QEB-P FP QEB QFJBWLKB FK
IN%I>D TFII AFPMI>V >Il QFIJBPQ>JMP QL QEB RPBO 6B @ELPB 42 $>PQBO}
QEB BSFABK@B FK QEB IL@>1 QFJB FK TEF@E QEB BSBKQP L@@ROBA >Q Q

-BUQ TB IL>A QEB #% 162 CFIBP 6B J>V @QELLPB QL IL>A QEB WFM CFIB >P :
>IQBOK>QFSBIV RKWFM QEB WFM CFIB >KA IL>A QEB M>0O0QFQFLK FQPBIC ¢
O>T FJ>DB %LO QEFP FJ>DB TB @ELPB QEB 2Q>KA>0A (. 2R?PVPQBJ LQEB
$VB 6FQKBPP %LOJ>Q LO %% AS>K@BA %LOBKPF@ %LOJ>Q CFIBP

6B >IPL KBBA QL PBQ QEB QFJBWLKB LC QEB FJ>DB &&eEReQFIJBWLKB FP @ >
QFJBWLKB >KA JRPQ ?B PBQ QL QEB IL@>I QFJBWLKB LC TEBOB QEB FJ>DB
AFCCBOBKQ®LQBEBWLKB TB @ELPB TEBK @OB>QFKD QEB @>PB 3EFP >IILT
JRIQFMIB MFB@BP LC BSFABK@B COLJ AFCCBOBKQ QFJBWLKBP >KA RPB >
>K>IVPFP ME>PB >IILTFKD B>PV BSBKQ @LOOBI>QFLK (Q FP BPMB@F>I1V F
@LOGB®@Me QFJBWLKB FK QEFP @>PB ?B@>RPB WFM CFIBP PQLOB LKIV ILC
TB TBOB QL @ELPB QEB TOLKD QFJBWLKB EBOB TB TLRIA KLQ ?B >?IB QL ¢
QFJBPQ>JMP TFQE QFJBPQ>JMP COLJ QEB KBQTLOH @>MQROB LO JBJLOV F
@LKPFABO>QFLK FPPRBP >0B AFP@RPPBA CROQEBO I>QBO FK QEB OBMLO

2FK@B QEBOB >0B KL M>OQFQFLKP FK > WFM CFIB TB PBQ QEB M>0OQFQFL
K>JB QEFP PLRO@B W
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-BUQ TB >0OB Q>HBK QL > P@OBBK TEF@E >IILTP RP QL IL>A QEB CFIBPVPQ

IV%I>D @ROOBKQIV E>P PRMMLOQ CLO > KRJ?BO LC CFIBPVPQBJ AOFSBOP
QEB PIBRQEHFQ CFIBPVPQBJ AOFSBO TEF@E PRMMLOQP KQCP BUQ CCP
QEB J>DF@ @LJJ>KA LK QEB FJ>DB >KA QBIIP RP QE>Q FQ T>P FABKQFCFB
QEB CFIB >P 1>T FK QEFP @>PB >KA PBIB@Q QL JLRKQ FQ LK QEB 5%2 >Q

1>T CLOJ>Q QBIIP MVCI>D QL GRPQ FKPBOQ QEB O>T CFIB FKQL QEB SFOQ
>K>IVPFP FP MBOCLOJBA

6B KLT T>KQ QL P@>K QEB 5%2 QL AFP@LSBO CFIBP @LKQ>FKBA TFQEFK Q
RKWFM QEB M>@H>DB CFIB 6B PBIB@Q QEB 2@>K %FIBPVPQBJ F@LK 3E
2MB@F>IFWBA MFB@BP LC PLCQT>0OB TEF@E AFP@LSBO CFIBP TFQEFK QE
2FK@B TB BPPBKQF>IIV T>KQ QL RKWFM QEB AFPQOF?RQFLK CFIB TB PBIB
2@>KKBOP 3EBPB LMQFLK BIJMILVP P@>KKBOP TEF@E Q>0DBQ @LJMOBPP

>KA 3>0 CFIBP 3EB 5%2 FP P@>KKBA OB@ROPFSBIV >KA TB >0B Q>HBK QL
%FIBPVPQBJ 5FBT
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3EFP SFBT MOBPBKQP QEB 5%2 >P > QOBB SFBT 3EB 5%2 FP QEB >OBK> Fk
>K>IVPFP .?GB@QP >0OB IL>ABA AFOB@QIV FKQL QEB 5%2 LO AFP@LSBOBA
@LROPB LC QEB >K>IVPFP >KA >OB OBMOBPBKQBA FK QEB 5%2 >P (KLABP
QEB 5%2 (KLABP >IPL E>SB M>QEP >KA CFIBK>JBP ?RQ FKQBOK>IIV /V%I>
QEBFO (KLABP 4KIFHB > OB>l CFIBPVPQBJ /V%I>D P (KLABP >OB OBMOBPE

QE>Q I>QBO

6B E>SB GRPQ CFKFPEBA IL>AFKD QEB AFPH CLOBKPF@ @LJMLKBKQ FKQL .
>K>IVPFKD QEB @>PB TB T>KQ QL IL>A QEB OBJ>FKFKD @LJMLKBKQP

3EB KBUQ PLRO@B LC BSFABK@B FP QEB M@>M CFIB /V%I>D QOB>QP B>@
RKFNRB (.2LRO@B 6B PBIB@Q QEB +L>A (. #>Q> 2LRO@B JBKR LMQFLK
TB PBIB@Q QEB +L>A COLJ 5%2 LMQFLK PFK@B QEB M@>M CFIB FP >I0B>.
QEB CFIBK>JB FP LC QEB CLOJ SCP ACOTP 3EFP FP > ROI IFHB OBCE
FQP Q>HBK COLJ QEB ACOTP @>PB 5%2 6B K>JB QEFP (. PLRO@B K QL O
KBQTLOH @LJMLKBKQ

6EBK TB PBIB@Q 2R?JFQ /V%I>D OB@LDKFPBP QE>Q QEFP FP > /" / CFIB

>RQLJ>QF@>I11V LCCBOP QL IL>A FQ TFQE QEB /" / %FIBPVPQBJ AOFSBO
FKFQF>I >K>IVPFP LC QEB M@>M CFIB >KA @OB>QBP 5%2 BKQOFBP CLO PQ
KBQTLOH QO>CCF@ RKABO QEB KBQ 5%2 JLRKQ MLFKQ 3EFP TFIl BKPR(
AFP@LSBOBA AROFKD KBQTLOH >K>IVPFP TFIl ?B MOBPBKQBA PBM>0>QBIV
PQOR@QROB -LQB ELTBSBO QE>Q >Il LSBO >K>IVPFP TFIl 2B MBOCLOJBA
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L?GB@QP >KA JBJLOV L?GB@QP PFJRIQ>KBLRPIV /V%I>D ALBP KLQ PBB > |,
PLRO@B LC QEB 5%2 FKLABP

3EB %FIB PVPQBJ TFIl QEBK ?B IL>ABA RKABO QEB KBQ JLRKQ MLFKQ -LG
IL>ABO AFA T>P OB>PPBJ?IB QEB PQOB>JP >KA MI>@B FKLABP CLO QEB CL
PQOB>JP FK > AFOB@QLOV PQOR@QROB

3EB /" / CFIB AOFSBO 5%2 FKLABP OBCIB@Q QEB KBQTLOH PQOB>JP %LO E
QFJB @LKQ>FKP QEB QFJB LC QEB CFOPQ M>@HBQ PBBK 6B KLT ORK QEB
/" | CFIB QL AFP@LSBO QEB AFCCBOBKQ MOLQL@LIP CLRKA TFQEFK QEB P
%2 ?RQQLK >D>FK BU@BMQ QEFP QFJB TB LKIV P@>K QEB 5%2 FKLABP RK

"IF@HFKD LK QEB @LKCFDROB F@LK >IILTP RP QL PBIB@Q TEF@E P@>KKI
4PR>11V QELPB P@>KKBOP TEF@E E>SB > QBKABK@V QL MOLAR@B J>KV C>
ILKD QL ORK >0B AFP>?IBA ?V ABC>RIQ (C TB AFP>?IB QEB BKQFOB P@>K
QE>Q DOLRM >0B AFP>?IBA (K QEFP @>PB TB @QELLPB QL BK>?IB >1l P@>K
DOLRM 6EF@E TFIlI ?B >MMIFBA JLOB PBIB@QFSBIV
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6EFIB QEB P@>K FP MOLDOBPPFKD /V%I>D HBBMP RP FKCLOJBA LC QEB M«
P@>KKBOP TBOB FKSLHBA >KA ELT J>KV GL?P OBJ>FK /V%I>D E>P > AFPQ(
3EFP JB>KP QE>Q GL?P PR@E >P P@>KKFKD >0B >PPFDKBA QL TLOHBO M
QEBPB GL?P FKABMBKABKQIV 3EFP FP > SBOV P@>1>?IB >MMOL>@E TFQE |
LK QEB P>JB J>@EFKB RQFIFPFKD 2,/ LO LK LQEBO J>@EFKBP FK > @IRPC
2@>KKBOP OBMLOQFKD TEF@E (KLABP TBOB PBIB@QBA ?V QEBJ >?LSB TB
2@>KKBO OBMLOQFKD >Il QEB FKLABP LC FKQBOBPQ QL FQ Il P@>KKBOP
LMBO>QB LK QELPB FKLABP TEF@E >0OB LC FKQBOBPQ QL FQ 3EFP >IILTP .
LMBO>QB LK QEB P>JB FKLAB

-BUQ TB T>KQ QL @>0SB QEB JBJLOV FJ>DB 2FK@B @>0OSFKD QVMF@>I11V |
MLPFQFSBP TB MOBCBO QL RPB FQ PM>OFKDIV >KA ?B JLOB Q>0ODBQBA ">
ABC>RIQ 6B QEBOBCLOB @ELLPB LKIV QL @>0SB QEB JBJLOV FJ>DB 6B G
QOBB SFBT >KA >OB MOBPBKQBA FK QEB 5FBT (KLAB P@OBBK 3EFP P@O
TEF@E PELT RP FKCLOJ>QFLK >?LRQ QEB PBIB@QBA FKLAB ,>KV LC QEBPE
I>QBO "IF@H QEB 2@>K (KLAB F@LK QL ?OFKD RM QEB P@>KKBO PBIB@QF

%O0OLJ QEB P@>KKBO PBIB@QFLK TFKALTP BK>?IB QEB %FIB ">OSBOP P@>K

%FK>IIV TB @>K IL>A QEB JBJLOV FJ>DB AFOB@QIV COLJ QEB SCP >P > KB
+FKRU ,BJLOV CFIBPVPQBJ QL JLRKQ QEB BUQO>@QBA A>Q> FKQL QEB S
BU@BIIBKQ JBJLOV >K>IVPFP M>@H>DB 5LI>QFIFQV P LC 5LI>QFIFQV Q
JBJLOV FJ>DBP QEOLRDEPQf& RRBIPE /OLCFIBP >OB QBJMI>QBP OBMOBPB]
HBOKBI A>Q> PQOR@QROBP PMB@FCF@ QL > SBOPFLK LC QEB +FKRU HBOK
IL@>QFLKP OBPRIQFKD COLJ > PMB@FCF@ @LJMFI>QFLK FKPQ>K@B LC QE
PBIB@Q QEB PVJ?LIP PMB@FCF@ QL QEBFO HBOKBI SBOPFLK
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(K QEB >?LSB P@OBBKPELQ TB PBB QE>Q QEB +FKRU ,BJLOV AOFSBO OBNR
,>M TEF@E J>Q@E QEB BU>@QIV SBOPFLK LC LRO HBOKBI (C TB >0OB RPFK
LKB MOLSFABA ?V > SBKALO TB @>K L?Q>FK QEB J>M COLJ QEB HBOKBI M:

3EB BSFABK@B FP KLT IL>ABA >KA >K>IVPBA FK /V%I>D >KA QEB FKSBPQFD
?V BU>JFKFKD /V%I>D P S>OFLRP OBMLOQP CLRKA FK QEB JBKRP

Webmail

6B TFIl ?7BDFK TFQE QEB !OLTPB 6B?J>FI ,BPP>DBP OBMLOQ

3EFP Q>?IB >IILTP RP QL PBB >Q > DI>K@B >I1 TB?J>F| JBPP>DBP CLRKA F
P@>KKBOP 3EBPB JBPP>DBP J>V E>SB ?BBK OB@LSBOBA COLJ EQQM PBPP
KBQTLOH @>MQROB LO ?0LTPBO @>@EB CLRKA FK QEB RPBO CFIBP 6B TF
ABQBOJFKB QEB BU>@Q PLRO@B LC QEB JBPP>DBP 3EB Q>?IB FP M>DBA >
QEB >0OO0LT F@LKP FK QEB QLLI?>0 3L TLOH LRQ QEB QLQ>I KRJ?BO LC OL
"LRKQ 1LTP F@LK >P PELTK

6B @>K BU>JFKB QEB JBPP>DBP FK JLOB ABQ>F| ?V @IF@HFKD QEB !OLTPB
3EFP TFIl >IILTP RP QL NRF@HIV M>DB QEOLRDE >Il (KLABP FK QEB MOBPB
CFIQBOFKD BQ@ ?V MOBPBKQFKD K>SFD>QFLK F@LKP LK QEB QLLI?>0 !V
2RJJ>OV Q>? TEF@E FKQBOMOBQP QEB (KLAB >KA AFPMI>VP FQ FK >K B>P)\
BU>JMIB FQ TFIlI AFPMI>V FJ>DBP LO EQJI AFOB@QIV FK QEB ?0OLTPBO (C °
LC FKQBOBPQ TB @>K J>OH QEBJ >P OBIBS>KQ ?V RPFKD QEB >KKLQ>QFLK
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QLLI?>0O

6B TFIl QF@H >I11 LC QEB TB?J>FIP CLRKA BU@BMQ >KV TEF@E >MMB>0 QL
JLOB @LJMIBQB BJ>FIP LO PFIJMIV FK?LU AFPMI>VP TEF@E AL KLQ @LKQ>I
6B TFII PBB I1>QBO ELT TB @>K BUMLOQ QEBPB FKQBOBPQFKD (KLABP

Gmail characteristics

&J>F|1 E>P PLIJB FKQBOBPQFKD @QE>0>@QBOFPQF@P TEF@E >0OB TLOQE AFF
CLIILTFKD PKFMMBQ COLJ QEB TB?J>FI Q>7?I1B

6B PBB QE>Q QEBOB >OB OBNRBPQP QL DJ>FI QEB CFOPQ >OB J>OHBA
QEB ?OLTPBO E>P PBKQ QEB FKCLOJ>QFLK QL QEB PBOSBO TEFIB BAFQFKEL
MBOFLA P>SB AO>CQ CRK@QFLK>IFQV TEF@E DJ>FI MBOCLOJP TEFIB QEB
3EB PB@HdK®nt BSBKQ FP QEB RPBO MOBPPFKD PR?JFRRad3ESBEKRK>1 BSBKQ |
TEF@E E>MMBKP LK DJ>FI >CQBO PBKAFKD QEB DJ>FI >MMIF@>QFLK FJJB
JBPP>DB >KA AFPMI>VP FQ >Q QEB ?LQQLJ LC QEB @ROOBKQ QEOB>A
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Hotmaill

3EB CFOPQ JBPP>DBP FK QEB TB? J>FI Q>?I1B >0OB ELQJ>FI JBPP>DBP 'BO
ELT /V®%I>D OBKABOP QEBJ

# Attachments, pictures, and links in this message have been blocked for your safety.
Show content
Google Email Verification
From:accounts-noreply@google.com
#You may not know this sender.Mark as safe|Mark as unsafe
Sent: Saturday, December 08, 2007 4:39:07 PM
To: steve_vogon@hotmail.com

Welcome to Google Accounts. To activate your account and verify

¢ o Inbox your e-mail

* o Junka address, please click on the following link:
* o Drafts

* o Sent

s o Delefed » http://www.google.

com/accounts/VE?service=writely&c=CMOduIKS1qflchDvy6XDioCCAwMEhl=en

Manage folders
Today « Mail  Contacts« If you have received this mail in error, you do not need
Zalendar to take any
action to cancel the account. The account will not be
activated, and
you will not receive any further emails.

If clicking the link above does not work, copy and paste the URL
new browser window instead.

Thank you for using
Google.

3EB M>DB ALBP KLQ ILLH >KVQEFKD IFHB TE>Q > KLOJ>I ELQJ>FI M>DB ILLI
CLRKA FK QEB JLWFII> @>@EB >KA FP NRFQB LIA 3EB FJ>DBP >KA PQVIB F
OBKABO FQ >OB KL ILKDBO @>@EBA 2?2V JLWFII> 3L >FA FK MOBPBKQFKD Q
>Q QEB QFJB /V%I>D E>P > @LK@BMQ LC EQQM PRKAOV L?GB@QP ABP@O

HTTP Sundry

6EFIB AFPMI>VFKD OB@QLKPQOR@QBA TB? M>DBP VLR J>V KLQF@B QE>Q P
@LOOB@QIV %LO BU>JMIB @LKPFABO QEB JPK M>DB

Viewing file in inode In|S1949/1950|H1355:39253

Classified as HTML Document by magic
Statistics | HexDump | TextDump | Download | Summary | Explain | Show Packets | Combined stream | HTTP |

Sunday, December 16, 2007
Get a free upgrade for Windows

Search the Web
Search || Search web
Popular Searches:

* Chipmunks
* Nintendo rain check
PV m——

"IB>OIV PLJB FJ>DBP >KA PQVIB PEBBQP >0OB JFPPFKD 6B KBBA QL PBB TE
> AB@FPFLK >?LRQ QEB >MMOLMOF>QBKBPP LC CBQ@EFKD QELPB FQBJP A
6B @>K RPB QEB EQQM=PRKAOV Q>?IB QL IFPQ QEB JFPPFKD L?GB@QP /V¢

Y MYV C I p@hon utilities/http_sundry_loader.py --case dfrws -l "msn"
EQQM PQ@ JPK @LJ 2?0 EM BK RP @PP RPEMT @PP
EQQM PQ@ JPK @LJ 2?0 EM BK RP @P-PimpoitshtO 6 @Ryt sheets



/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_36f8z9snwk_b
/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_36f8z9snwk_b
/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_39cv9dsbhf_b
/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_39cv9dsbhf_b

EQQM PB>O@E JPK @LJ M>0QKBO MOFJBAKP DFC

EQQM PQ? JPK @LJ F ! $ #$ " %" # # DFC
EQQM PQ? JPK @LJ F % #%S$ ! # | % DFC
EQQM PQ? JPK @LJ F "#$ !l 1%$" # 0$ &----nfipCrtant
Images

EQQM PQ? JPK @LJ F "$ # #% $ #$ $ " DFC
EQQM PQ? JPK @LJ F t# $ $ " GMD

6B QEBK KBBA QL CBQ@E QELPB L?GB@QP COLJ QEB FKQBOKBQ 3EFP PEL!
PRPMB@Q ALBP KLQ LTK >KV LC QEBPB PBOSBOP 6B MOBM>OB > ALTKIL>/
Q>HBK LCCIFKB .RO >K>IVPFP PVPQBJ FP KLQ @LKKB@QBA QL QEB FKQBO

Y MYV C I p@hon utilities/http_sundry_loader.py --case dfrws "msn" -0
60FQQBK ALTKIL>A P@OFMQ QL JPK MV

B3EFP @>K ?B ALKB LK >KLQEBO PVPQBJ
Y MV C I p@hon msn.py msn.zip

#LTKIL>AFKD EQQM PQ@ JPK @LJ 2?0 EM BK RP @PP RPEMT @PP
#LTKIL>AFKD EQQM PQ@ JPK @LJ ?0 EM BK RP @PP LSO6 @PP

#LTKIL>AFKD EQQM TTT JPK @LJ OPP JPKBKQBOQ>FKJBKQ >PMU
#LTKIL>AFKD EQQM TTT JPK @LJ OPP JPKJLKBV >PMU

#>Q> P>SBA FKQL JPK WFM FJMLOQ RPFKD EQQM=PRKAOV=IL>ABO MV @
JPK WFM

-LQB QE>Q QEB @OB>QBA P@OFMQ FP MROMLPB ?RFIQ CLO CBQ@EFKD QELI
JLARIBP FK QEB PQ>KA>0A MVQELK FKPQ>II>QFLK F B KL KBBA CLO /V%I>
FKQBOKBQ J>@EFKB 3EB FKQBOKBQ J>@EFKB @>K ?B ORKKFKD >KV .2 PR
FK@IRAFKD TFKALTP 3EB WFM CFIB @OB>QBA @LKQ>FKP >Il QEB 41+P CI
>KA @>K ?B IL>ABA FKQL QEB PRKAOV Q>?IB RPFKD QEB @LJJ>KA DFSBK

'BOB FP QEB P>JB M>DB RPFKD EQQM PRKAOV L?GB@QP QL PRMMIBJIJBKQ Q

Viewing file in inode In|S1949/1950|H1355:39253

Classified as HTML Document by magic
‘ Statistics | HexDump | TextDump ‘ Download ‘ Si

|_Explain | Show Packets | Combined stream | HTTP |

Get a free upgrade for Windons

nnnnn

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

13,339.85

178.11 | ||{@])) - save $150 on Tivo® - Free shipping

NASDAQ  2,635.74 -32.75

4KCLOQRK>QBIV FK PLJB @>PBP PR@E >P QEB ELQJ>FI M>DB PELTK MOBS
@PP >0B KL ILKDBO ELPQBA LK QEB PBOSBO ARB QL M>DB @E>KDBP 3EFP
ALTKIL>A QEB PRKAOV L?GB@QP PLLK BKLRDE >CQBO QEB FK@FABKQ 1B
QE>Q > AB@FPFLK LC TEBQEBO TB PELRIA RPB PRKAOV L?GB@QP FK LRO C
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PLLK >P MLPPF?IB QL JFKFJFWB QEB MLPPF?FIFQV LC L?GB@QP ?BFKD OB.
TB? PFQBP

HTTP Requests

6B TFII KLT ILLH >Q QEB !OLTPB '33/ 1BNRBPQP OBMLOQ 3EFP Q>?IB PEL
CLRKA FK QEB BSFABK@B D>FK QEBPB J>V E>SB @LJB COLJ BFQEBO QEB
?0LTPBO @>@EB "IF@HFKD LK >KV FKLAB TFIl I>RK@E QEB 5FBT %FIB OBNM
>KA AFPMI>V QEB OB@LKPQOR@QBA TB?M>DB OBKABOFKD >I|l OBPLRO@BP
CLRKA >KVTEBOB FK QEB BSFABK@B LO QEB PRKAOV >P IL>ABA B>0OIFBO

6B BU>JFKB >Il QEB ROIP CLRKA FK QEB @>PB BFQEBO FK @>@EB LO EQQ
-BQTLOH %LOBKPF@P !OLTPB '33/ OBNRBPQP

Requested URLs

Request

Timestampr Packet Inode Method URL Content Type
http:/www.amazon.com/Juicy-Fruit-Mtume/dp text/html; charset=ISO-
po)2007-1217 5051 GET | 30000025UL 8858-1
13:52:50
@ 2007-12-17 6482 GET http:/fiwww.facebook.com/ text/html; charset=utf-8
13:54:05
@ 539574.1225;1? 6482 8 . 68/H2239:7727 GET http:ffiwww .live.com/ text/html; charset=utf-8
s . i 0= i ; —Utf-
@ fg?574.152917 6507 8  0lH2567:42635 GET http:ffsearch.live.com/results.aspx?g=hurricane text/html; charset=utf-8

GET http://corporate.disney.go.com/corporate/sitemap.html | text/html

@ 2007-12-17 None
....... 13:55:43

@ 2007-12-17 6710
13:56:07

GET http:/fcorporate.disney.go.com/corporate/sitemap.html |text/html

3EBOB >0OB > KRJ?BO LC FKQBOBPQFKD L?PBOS>QFLKP TB @>K J>HB COLJ

Z 6B @>K PBB QEB @LKQBKQ 3VMB LC QEB AL@RJBKQ LK QEB OFDEQ JL
QVMF@>11V FKQBOBPQBA FK AL@QRJBKQP LC QVMB QBUQ EQJI ?B@>F
BJ?BAABA TFQEFK QELPB (K LRO @>PB TB @>K CFIQBO QEB Q>?IB LK
"Content Type" contains html

Z P @>K ?B PBBK PLJB BKQOFBRequestBacketS>IFRABIA TEFIB PLJB LC
OBNRBPQMdhe SBK QE>Q CFBIA 3EFP FP ?B@>RPB PLJB LC QEB OBNRE
QEB KBQTLOH QO>CCF@ TEFIB LQEBOP @LJB COLJ @>@EB -LQB QE>
PLRO@BP >0B QOB>QBA BU>@QIV QEB P>JB FKQBOK>I1I1V

Z 3EB I>PQ QTL OLTP PELTK FK QEB CFDROB >?LSB >0B >@QR>11V QEB
@LJBP COLJ QEB KBQTLOH @>MQROB TEFIB QEB LQEBO FP @>@EBA
QTL OLTP >0O0B FABKQF@>I BU@BMQ CLO QEBFO QFJB PQ>JMP TEF@E

6B @>K SFBT >KV LC QEB '3,+ M>DBP /V%I>D QOFBP QL OBKABO QEB M>DB
ILLHP >P @ILPB >P MLPPF?IB QL ELT QEB M>DB ILLHBA LK QEB LOFDFK>| P’
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Case Management Load Data Configuration Disk Forensics Log Analysis Memory Forensics  Networl< Forensic

Case: |dfrws

Viewing file in inode 1z|00]|Z2287317:3749

Classified as HTML Document by magic

Statistics L HexDump L TextDump L Download L Summary L Explain ‘
................ | News Releasas reor Disney's Outreach | Enviranmentality |
i " e @Bty Compry
The — [_—
QurDisnzp
Company CORPORATE INFORMATION CAREERS
Company Overview Who We Are
Company History Life at Disney
Board of Directors Openings
Management Team Student Programs
News Releases DISNEY'S QUTREACH
@ Corporate Governance Disney Worldwide Outreach
International Labor Standards VolntEARS
Corporate Responsibility ABC A Better Community
Business to Business Team ESPN
INVESTOR RELATIONS Learning Together!
Corporate Governance Radio Disney Project Family
Conferences and Presentations Movies, Magic and More
Investor Relations Newsletter Corporate Responsibility
_ | CactRacke  DIGNEVSENVIDOMMENTALITY™ | ¥
Don © 1Error FoxyProxy: Patterns

3EB M>DB FP M>0OPBA >KA >KV BJ?BAABA FJ>DBP LO PQVIB PEBBQP >0OB CB
5%2 LO
QEB EQQM PRKAOV L?GB@QP FC >S>FI>?IB 3EB >?LSB FJ>DB T>P ABOFSBA
@>@EB

)RPQ >P TFQE QEB TB?J>FI BU>JMIB TB @>K J>OH >KV KLQ>?IB EQQM PBP]
QEB @>PB OBMLOQ

Browser History

(K >AAFQFLK QL QEB %FOBCLU @>@EB TEF@E @>K ?B ?OLTPBA >KA OB@LK
TB @>K >IPL BU>JFKB %FOBCLU P ?O0LTPBO EFPQLOV >KA P>SBA CLOJ CFBI
'FPQLOV OBMLOQ 'BOB TB @>K PBB J>KV LC QEB P>JB OBNRBPQP CLRKA F
KBQTLOH @>MQROB 3EB QFJBPQ>JMP OB@LOABA FK QEB EFPQLOV >0B >M
QE>K QELPB PBBK FK QEB ">@EB

PedBE T XS +EDE@ Case:[diws |3
Moilla History | Mozilla Forms | IE Cache |

‘What. Countries are ion =
: hitp//forum. fresad

— :
@ smomsaze0 WORTCE®  FIENL L

http:/fwww. google.comjsearch?q=non- 2

§ 2007-12:09 1 =K
8 smomsanco B 20 ‘en-US:official i |

0 sosmmanieo PO INERIT oz

sen-US:official

.sta

y 2007-1200 o) = AFQ
R 1577002622160 ®oo=ss=oa Qsig2=0BERAUGQX3YGTWMSI7p5pQ

6B @>K >IPL PBB QEB ?OLTPBOP P>SBA CLOJ CFBIAP TEF@E %FOBCLU PQL:
CLOJ>Q >P QEB EFPQLOV CFIB 'BOB TB @>K PBB QEB PB>0O@E?>0 EFPQLO"
COLJ > CIFDEQ ?LLHFKD CLOJ (Q >MMB>OP QE>Q 2QBSB FP QO>SBIIFKD TF
+>DO>KAB
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P e BT X +Ed® Case:[dfiws ¢
Mozilla History L Mogzilla Forms L IE Cache ‘
8 .ze004120:1324 Eenaaliad 12/30/2007 =
§ .z6004120:1304 lastNameForFlight2 Lagrande
@ .zeo00s129:1324 lastNameForFlight1 Vogon
@ .76004120:1324 EESNACE v
O .76004129:1324 i e binky
0 .z6004120:1324 goingTe Costa Rica [
& .z6004120,1304 firstNameForFlight2 Gatherine
& 7eonatoaaas firstNameForFlight1 Steve &

Internationalization

(Q FP FIMLOQ>KQ CLO > CLOBKPF@ >MMIF@>QFLK QL E>SB DLLA PRMMLOQ
FKQBOK>QFLK>IFW>QFLK QB@EKLILDFBP /V%I>D FP KL AFCCBOBKQ TFQE
QE>Q QEB PRPMB@Q T>P @LK@BOKBA >?LRQ BUQO>AFQFLK >KA PB>0O@EB/
QLMF@ RPFKD QEB O>?F@ SBOPFLK LC DLLDIB

& [ htpy127.00.1:8000/post ) ) ) ) £

Exe»OE

Viewing file in inode 1z|00]|Z907423:1717268|01069056:7386|G 1

Classified as HTML Document by magic
Statistics | HexDump | TextDump | Download | Summary | Explain

2ol i | s | ol cins o | Steve, iL.com
Yl e e ouy O000IE
wsiwcey | extradition costa rical
e
b e i O Ay il Glain O )
(0.23 ssudics)) .extradition costa rica o 124,000 Js 0+10 31 ox gl s
dailey cilbals Afles AL FBI Seeks Extradition?

www.internationalextradition.com Do Not Want To Return? Fight FBI Charges

Anywhere in World

Law Costa Rica Attorneys

Ajman Ung/erSltY %{f www.langer.com  Full Service Law Firm.Harvard Law School Graduates.Leading Firm
cience

in CR

Technology: Essence of
mpowerment . .,

Wwwgmamc_as U.S.-Costa Rica Extradition Treaty

Do you hate filing? [Asadlon 0] -

Find anything in your  Title: Extradition Treaty Between the Government of the United States of America and

office the Government of the Republic of Costa Rica . ...

in 5 seconds or less - Free ioa Olaae - 520 4o - SANjOSE. L .gov/exttreatyeng.html - 48k
Triall

www.thepapertiger.com  Moving to Costa Rica - Living & Working in Costa Rica
Quiros & Asociados [ 1

Presti d well ot oan

T Contral  Moving to & Living in Costa Rica - Moving to & Living in Costa Rica - Find out ... (Can

Amarican and Farhhaon the country you go to extradite you back to the country you left? ...

Carved Memory Image

IQELRDE /IV%I>D FP >?IB QL >K>IVPB JBJLOV FJ>DBP LCQBK A>Q> FP MOB
FJ>DB COLJ MOL@BPPBP TEF@E E>SB BUFQBA (K QE>Q @>PB PQ>KA>0A JI
>0B RK>?IB QL CFKA QEBPB MOL@BPPBP >KA TB KBBA QL OBPLOQ QL @>0O
@>0SBOP LK QEB JBJLOV FJ>DB >KA KLT TB BU>JFKB QEB CLRKA FKLABP
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able View |

€S EVXE RS

05 I BUIBE 64T (&7 V0]

i€

.B7666176:1273 287686176.sh 1273 )00

285220864.sh 16298 @00

system

..5220864:16299

283508736735 283508736.sh 735 )00

BL477120:4407 LTI 4407 oo

..278110208:662 276110208.sh 862 )00

.. 72936950:1154 LRI EfEL 1154 oo

..2024672:11644 272624572.sh 11844 )00

650041 28:2620 L2z 2620 oo

258019328.pl 3208 @00

PR IR I I RN T I CI

-.58019328:3209

P @>K ?B PBBK FK QEB P@OBBK PELQ >?LSB > MBOI P@OFMQ T>P AFP@LS
3EB P@OFMQ FP FK@ IR A B AfilE:KdfQ&iBodR T5BE&C > P
IORPEFKD RM LK LRO /$1+ PHFIIP TB OB>IFPB QE>Q QEFP FP > P@OFMQ RP
QEOLRDE QEB RPB LC @LLHFBP
Z +FKBP FP > IFPQ LC 41+P QL RPB CLO BUCFIQO>QFLK
Z 3EB @ERKHBO PR?OLRQFKB PMIFQP > PQOFKD FKQL >K >00>V LC @E
>SMMBKABA QL M>0>JBQBOP TEF@E @>K ?B 1,(# 2BPPFA LO "5>|
Z 3EB PEFM=A>Q> OLRQFKB PEBIIP LRQ QL TDBQ RPFKD > MOLUV MOLS
S>0F>?IB 3EB @ERKH FP MI>@BA FK QEB @LLHFB CFBIA LC QEB EB>/
?RD FK QEB P@OFMQ FK QE>Q FQ ALBP KLQ MOLMBOIV BP@>MB PEBII
QEB PVPQBJ @>I1 > @LJJLK /$1+ SRIKBO>?FIFQV 3EB BCCB@Q LC Q
@LKQ>FKFKD @E>0>@QBO TFIl ?B QORK@>QBA

PyFlag Generic Tables

/IV%I>PQLOBP > DOB>Q AB>| LC FKCLOJ>QFLK >?LRQ QEB AFCCBOBKQ CFIBF
QBOJFKLILDV QEBV >0B @>IIBA (KLABP 3EB !OLTPB '33/ 1BNRBPQP ,BKR
Q>?I1B TFQE > KRJ?BO LC QELPB MOLMBOQFBP QLDBQEBO K>JBIV 3FJBPQ>.
@LKQBKQ QVMB .CQBK TB TLRIA IFHB QL AFPMI>V LQEBO FKCLOJ>QFLK Q
JLOB BCCB@QFSB CFIQBOFKD 3EFP @>K ?B ALKB RPFKD QEB &BKBOF@ 3>
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http://www.pyflag.net/cgi-bin/moin.cgi/PyFlag

Case Management Load Data Configuration Disk Forensics Log Analysis MNetwork F
HTTP Table - Stores all HTTP transactions

O Inode

O Parent

[ Request Packet

[0 Method

O URL

[ Response Packet

[0 Status

[0 Content Type

[ Referrer

[ Date

[ Host

[0 User Agent

HTTP Parameters - Stores request details
[ Inode
[J Parameter
[ Value
[ Attachment

Table to store web mail attachment references

[ Message Inode
M Atbarhmant

6B TLRIA IFHB QL PBB FC QEB QO>CCF@ FK QEB @>MQROB BUEF?FQP QEB
MOLSFABP 3EB P@OFMQ RPBP > @RPQLJ MOLUV QL PBKA OBNRBPQP QL J>
QEOLRDE QEB P>JB (/ >AAOBPP

6B PBIB@Q QEB #FPH %LOBKPF@P &BKBOF@ 1BMLOQ LMQFLK TEF@E MOE
MOLMBOQFBP AFPQOF?RQBA FK S>OFLRP A>Q>?>PB Q>?IBP 3EFP OBMLOQ
AFCCBOBKQ CFBIAP FKQL QEB P>JB Q>?IB

6B PBIB@Q QEB ,LAFCFBA QFJB #BPQFK>QFLK (/ >KA 41+

Case Management Load Data Configuration Disk Forensics Keyword Indexing Log Analysis Network Forensics Preview Test

€PEv X+ Case:[dfrws
Modified. Destination IP URL
+219.93.175.67
BT g2 Ly httpi//www.msn.com/

TMNET / TMNET.
TELEKOM MALAYSIA

¥219.93.175.67
@fgogslazlﬂ B Kuala Lumpur

TMNET / TMNET,
TELEKOM MALAYSIA

http://en.wikipedia.orgiwiki/Lee_Smith_%28baseball_player%29

*186.64.162.35

@ﬁgﬁﬁﬂ ¥ Bilancourt http/ekiga.net/ip/
e MPLS network /
LDCOM
*219.93.175.67
#0) 2007-12:17 http://en.wikipedia.org/wiki/Lee_Smith_%28baseball_player%29
) 1421.08 B Kuala Lumpur - - -
IMNET/TMNET.
T O] AYS]

+/219.93.175.67

) 2007-12:17
14:18:48

1 Kuala Lumpur http/fen.wikipedia.org/wiki/Main_Page

.RO @LMV LC /V%I>D FP IL>ABA TFQE QEB &BL+L@ > QmaxKiniz@®™?>PB >S>FI|>7
IV%I1>D >RQLJ>QF@>I11V OBPLISBP (/ >SAAOBPPBP RPFKD QEB A>Q>?>PB >KA
>KA (2/ FK @E>ODB LC QEB (/ >AAOBPP (K C>@Q TB @>K BSBK PB>O@E ?>|
P @>K ?B PBBK J>KV 41+P >OB CBQ@EBA COLJ >MM>0OBKQIV QEB P>JB (/ >
JPK TFHFMBAF> >KA V>ELL >0OB >Il L?Q>FKBA COLJ >K (/| >AAOB
*R>|> +RJMRO ,>I>VPF> 3EFP PBBJP FK@LKPFPQBKQ >KA PRPMF@FLRP 6]
,>I>VPF>K (/| >AAOBPP FP QEB MOLUV RPBA FK QEB >?LSB P@OFMQ
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DNS Analysis

-LOJ>IIV TEBK > RPBO FPPRBP > OBNRBPQ CLO > TB? M>DB QEB RPBOP ?C
QEB K>JB QL >K >AAOBPP ?V > #-2 OBPLIRQFLK (QP FP LCQBK FKPQOR®@ QF
OBPLIRQFLKP ?B@>RPB QE>Q JFDEQ EFKQ QL QEB LOFDFK>QLOP FKQBKAB.
#-2 M>@HBQP FK QEB @>MQROB FKQL > A>Q>?>PB Q>?IB TEF@E >IILTP RP
>AAOBPPBP OBPLISBA QL >Q QEB QFJB QEB @>MQROB T>P Q>HBK .C @LRC
@E>KDBA NRF@HIV PL QEBOB FP KL DR>0O>KQBB QE>Q KBT #-2 ILLHRMP J>,
QEB >K>IVPFP TBOB QEB P>JB >P TEBK QEB @>MQROB T>P Q>HBK 6B PBIE
IOLTPB #-2 OBMLOQ

B v K +ED Case: | dfrws 3]

Pa}(]:)ket Name [P Address [|

1 86.64.162.35

I Billancourt

Filter Table MPLS network / LDCOM
#198.105.193.114

8986 corporate.disney.go.com. B Bellevue

Starwave Corporation /
Starwave Corporation

*198.105.193.114

7994 corporate.disney.go.com. = Bellevie

Starwave Corporation /
Starwave Corporation

¥198.105.194.12

7909 disney.go.com. B Bellevie

Starwave Corporation /
Starwave Corporation

®12.187.16.17

7821 hb.disney.go.com.edgesuite.net.

[ None v

6B T>KQ QL PBB FC QEB (/ >AAOBPP FK NRBPQFLK T>P ILLHBA RM ?V K>JB

JLOB FKCLOJ>QFLK >?LRQ FQ 6B @>K CFIQBO QMEl@r able"B 7RIQ@LK@HFKD LK
3EFP OBNRFOBP TB MRQ FK > CFIQBO BUMOBP P'FPLAGdr&B' Y VMB QEB BUMOBP|
219.93.175.67 >KA PBB QE>Q QEBOB >0B KL J>Q@EBP 3EFP FKAF@>QBP QE>
@LKKB@QFLK T>P J>AB TFQELRQ > #-2 ILLHRM JLPQ IFHBIV ?V (/ >AAOBPP

Viewing Cookies

IN%I>D@ QR>11V AB@LABP >IIl @LLHFBP >KA '33/ M>0>JBQBOP TEBK M>0OPFKI
>0B HBMQ It f@alrBeters Q>?IB -LOJ>IIV ELTBSBO QEBOB FP KL MOB @>KKB
MOBPBKQFKD QEFP FKCLOJ>QFLK 6B @>K RPB QEB &BKBOF@ 1BMLOQ CB
OBMLOQ PELTFKD QEB FIMLOQ>KQ CFBIAP CLO LRO FKSBPQFD>QFLK
(K LRO @>PB TB PBIB@Q QEB CLIILTFKD CFBIAP COLJ QEB DBKBOF@ OBML(
/>0>JBQBO >KA 5>IRB (K LRO @>PB TB >MMIV QEB CLIILTFKD CFIQBO

"Parameter" = RMID or "Parameter" = CVal or "Parameter" = Sessid
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€PEY XK T EhD — Case:[dtrwsz
3

Modified~ URL Status Parameter

4elUZ2T2Igp

M5788Vewk/

Z)YvDMHShC
Show SQL Used V1/KThu+Lg:
HOpWIKcDD}
Wr3wO0ziAhK!
Spbddo71T5
b4ONPBIWUE
HmWeMJFz3
eoHexKJXXI0

9 2007-12:17 htpiliyoutube.com/ 200  Cval
~£13:32:16

XEpLCXOL+y,
t69dkx00YG]
CcTenwEliyWe
q0qaBt7WO)

TUJBXNBAUU
OfZQiwPlzhe)
Jux+Lar5Gliz

sq
ZIS3muwewc
r2tn4z5cmRy

9 2007-12:17 httpi/fvww.google.com/search?hl=en 302 | Sessid

(K LOABO QL BUQO>@Q QEB BUCFIQO>QBA >QQ>@EJBKQ TB KBBA QL TOFQI
KBBA QL L?Q>FK QEB 20+ RPBA QL DBKBO>QB QEB Q>?IB ?V @IF@HFKD LK
F@LK 6B QEBK TOFQB > PFJMIB MVQELK P@OFMQ QL OBSBOPB QEB BK@LA

import pyflag .DB as DB

1
2
3 sqgl ="

4 select “inode™."mtime" as "Modified",

5 “http™. url” as "URL", “http". status™ as "Status’,

6 “http_parameters’.’key" as "Parameter’,

7 “http_parameters’.'value" as Value®

8  from inode join “http” on “inode .inode_id = "http".inode_id

9  join "http_parameters™ on “inode .inode_id = "http_parameters .inode_id
10 where ((1) and ("http_parameters’.’key” = 'RMID'
11 or "http_parameters’.’key” = 'CVal'
12 or "http_parameters’. key" = 'Sessid'))
13 order by “inode’."mtime" asc;
14 "

15 dbh = DB DBQ "dfrws" )
16 dbh. execute (sqgl)

17 last ="

18 result ="

19 for row in dbh:

20 if row['Value' ] != last

21 last = row][ 'Value' ]

22 result += last

23

24 open ( "tmp/output.zip” , "W" ). write (result .decode ("base64" ))

3EB 20+ PQ>QBJBKQ T>P L?Q>FKBA COLJ QEB &4( FQPBIC ?V @IF@HFKD QF
GRPQ BUB@RQB FQ >KA FQBO>QB LSBO >Il OLTP 6B KBBA QL Q>HB FKQL >
DBKBO>QBA ARB QL > OBAFOB@Q @>RPFKD QEB @IFBKQ QL OBFPPRB QEB
QEB P>JB @ERKH

3EBK TB GRPQ LMBK QJM LRQMRQ WFM CLO TOFQFKD >KA AB@LAB QEB O
FK@IRABA FK QEB >QQ>@EBA /V%I>D ?0FBC

3EB OBPRIQ FP > WFM CFIB TEF@E @>K ?B IFPQBA ?V RKWFM


/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_27gpb59wfv_b
/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_27gpb59wfv_b
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~/dfrws2008%  unzip -l output.zip
Archive: output.zip
Length Date Time Name
141824 12-08-07 23:19 mnt/hgfs/Admin_share/acct_prem.xls
100864 12-08-07 23:09 mnt/hgfs/Admin_share/domain.xls
2395 08-06-00 00:54 mnt/hgfs/Admin_share/ftp.pcap

245083 3 filesAna

4KCLOQRK>QBIV QEB >O@EFSB FP BK@OVMEBMAM6B TRIPBDQEB @@ O M@HDW FM
J> 0@ C@QO>@HWBRMIE®DII QL @O0O>@H QEB WFM >O@EFSB RPFKD > AF@QFLK:

~/dfrws2008%  fcrackzip -D -p /usr/share/dict/words /tmp/output.zip
possible pw found: rhubarb ()

Analysis of the zip file

3EB @LIIB@QBA CFIBP TBOB >K>IVPBA RPFKD PQ>KA>0A CLOBKPF@ >K>IVF
BUQO>@QBA JBQ>A>Q> RPFKD /V%I>D P @LJJ>KA IFKB .+$ JBQ>A>Q> BUQO

MV C | »pixhon src/FileFormats/OLE2.py acct_prem.xls
RQELO ,>QQEBT &BFDBO

1BSKRJ?BO

3LQ>I=BAFQQFJB

+>PQMOFKQBA (KS>IFA 3FJBPQ>JM $ #
"OB>QBA

+>PQP>SBA (KS>IFA 3FJBPQ>JM $ #

(Q PBBJP QE>Q QEB AL@RJBKQ T>P LOFDFK>IIV @OB>QBA ?V PLJBLKB BIPB
6B OB@LJJBKA EB ?B FKSBPQFD>QBA >P > MLPPF?IB >@@LJMIF@B 3EB QF.
MOBPBKQ FK QEB CFIB >OB @LKPFPQBKQ TFQE QEB CFIB ?BFKD @OB>QBA
QEB CFIB FK .MBK.CCF@B >KA CLRKA > PMOB>APEBBQ TFQE QEB EB>AFKDF
IQELRDE QEBPB PRDDBPQ QE>Q QEBV ABP@OF?B > >@@LRKQ KRJ?BOP >K
PROMOFPBA QL CFKA QE>Q QEB >@@LRKQ ?>I1>K@B T>P CFIIBA TFQE 1 -#
TEF@E DBKBO>QBP > O>KALJ KRJ?BO (QP L?SFLRPIV ?LDRP >KA JFDEQ FK
C>?0F@>QFKD QEB FQBJP CLO P>IB QOF@HFKD QEB ?RVBOP

3EB PB@LKA UIP CFIB ALBP KLQ @LKQ>FK > K>JB ?RQ QEB @OB>QFLK QFJ
CFIB

M V C | »pithon src/FileFormats/OLE2.py domain.xls
1BSKRJ?BO

B3LQ>I=BAFQQFJB

+>PQMOFKQBA (KS>IFA 3FJBPQ>JM $ #



http://www.goof.com/pcg/marc/fcrackzip.html
http://www.goof.com/pcg/marc/fcrackzip.html

"OB>QBA
+>PQP>SBA (KS>IFA 3FJBPQ>JM $ #

3EB CFIBP TBOB CLRKA FrintthgiREn@skated V EFKQFKD QE>Q QEBV MLPPF?
TBOB OBQOFBSBA COLJ > OBJLQB PE>OB

File analysis

BEFP PB@QFLK AFP@RPPBP QEB AFCCBOBKQ MFB@BP LC BSFABK@B TEF@E
CFIBP

3EB &BAFQ EFPQLOV CFIB @LKQ>FKP

<?xml version="1.0"?>
<metadata>
<document uri="file:///home/stevev/.recently-used.xbel"
atime="1197867496">
<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/.config/gtk-2.0/gtkfilechooser"
atime="1197867370">
<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/.lesshst" atime="1197867444">
<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/.bashrc" atime="1197181011">
<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/temp/ELF%20exploit.sh"
atime="1197181503">
<entry key="position" value="3522"/>
</document>
<document uri="file:///home/stevev/.bash_history"
atime="1197867429">
<entry key="position" value="0"/>
</document>
</metadata>

3EB > QFJB BKQOFBP >0OB PQLOBA FK RKFU BML@E QFJB @LKSBOQBA QL 4

Z 3EB 7?>PE=EFPQLOV CFIB T>P BAFQBA LK
Z CFIB @>IIBA $+% BUMILFQ PE T>P BAFQBA FK PQBSBP QBJM AFOB @

Z 3EB IBPP EFPQLOV CFIB T>P BAFQBA LK

3EB @LK@BOKFKD QEFP >?LRQ QEFP FP QE>Q QEB EFPQLOV CFIBP TBOB JlI
T>P L?Q>FKBA >KA QEB RPBO CFIBP TBOB L?Q>FKBA NRFQB > PFDKFCF@ >
FKAF@>QB QE>Q BSFABK@B T>P JLAFCFBA TB OB@LJJBKA QEB >@NRFPFC

3EB JFAKFDEQ @LJJ>KABO EFPQLOV CFIB FP SBOV FKQBOBPQFKD J@ EFP
FP > QBUQ JLAB CFIB J>K>DBO >MMIF@>QFLK QEB J>K>DBO E>P QTL M>KE



OFDEQ M>KB ?LQE @>K ?B K>SFD>QBA FKABMBKABKQIV 3EB EFPQLOV CFI
FKCLOJ>QFLK

Z 3EB I>PQ QTL AFOB@QLOFBP @OB>QBA TBOB #%162 OBQOFBSBA=CFI
QEB WFM CFIB TB TBOB DFSBK PL TBOB MOL?>?IV ALKB ?V QEB FK@F.

Z 3EBDir Hist New LeftPanell EFPQLOV @>QBDLOV PELTP QEB AFOB@QLOFBP
SFPFQBA FK QEB LOABO QEBV TBOB SFPFQBA (KQBOBPQFKDIV QEB |
QBJM AFOB@QLOV >KA QEB ELJB AFOB@QLOV 2FK@B QEB QBJM AFOE
TFQE QEB BSFABK@B FQP MLPPF?IB QE>Q FQ E>P ?BBK ABIBQBA PLLF
>OOFSBA LO QE>Q QEB (1 QB>J E>P KLQ @LMFBA FQ

-LQB QE>Q >Q IB>PQ CLO RP LRO QFJBWLKB FP &,3 FC TB PMB@FCFB,
IL>AFKD QEB @>PB QEB QFJBP FK QEB 9FM CFIB TFIl ?B FK@LOOB@Q 3EB
LC TEV FQP FIMLOQ>KQ QL PMB@FCV QEB @LOOB@Q BSFABK@B QFJBWLKRB
FC TB >@QR>I1V RKWFMMBA QEB CFIB QL > IL@>I AFOB@QLOV QEB CFIBP °

AFPH FK PVPQBJ QFJB >KA TEBK SFBTFKD QEB @>PB FK 42 $>PQBOK QFJB
?B TOLKD

Keyword searches

JOBSFLRPIV TB P>T QE>Q QEB PRPMB@Q J>AB @faid)>@hOtnBiF@mE. QEB FKAFSF
6B T>KQ QL HKLT TE>Q LQEBO @LKQ>@Q T>P J>AB TFQE QEFP FKAFSFAR>I
HBVTLOA PB>O@E LK QEFPBKSEBT FAOPRIBP ?V @IF@HFKD #FPH CLOBKPF@
>KA PBIB@QFKD QEB Q>?IB SFBT Q>?

IN%I1>D >IILTP RP QL MBOCLOJ HBVTLOA FKABUFKD LK > PR?PBQ LC QEB FJ

BCCF@QFBKQ PFK@B TB >I0OB>AV HKLT QE>Q TB >0OB IFHBIV QL PBB FQ FK T|

BIFJFK>QB QEB SBOV I>ODB CFIBP QEB M@>M >KA JBJLOV FJ>DBP 6B @ >
6B @IF@H QEB 2ELT HBVTLOA EFQP F@LK

Casellanagemengload e ConliaLy & | hitpy/127.0.0.1:8000/F?fiterl= 'File Size" < 10000000&report=Browse Flesyst+1

PePBY X5 +Ho® By XS 108

Browsing Virtual Filesystem Kevword |

Word~ Class Type
faa tali word

Tree View L Table View ‘

Inode~ LiCeg faatali word

8o None
= google word

Q1 d/d L

Submit
@ 1200 e raw_filesystem \"5one °
raw_filesystem/response_data/user_files/.gconf o
Qe ™ S menssbta @I @
raw_filesystem/response_data/user files/.gconf
@ 12/00|Z1029:0 /v [desktop/gn ty/%aco? 0 @ 2007-12-08

nf.xml 18:24:50

raw_filesystem/response_datajuser:_files/.gconf
@ Izlo0iz11500 T desktop/gnome/%qconf.xml = 0 ®f89274-152608

3EB HBVTLOA IFPQ PELT RP 3EFP LKIV PELTP > PFKDIB EFQ MBO FKLAB 6
>KA PBIB@Q 'BUSFBT 3EB CFIB FP KLT AFPMI>VBA FK /V%I>D P FKQBO>@
@QOI P PQ>0QP FK@OBJBKQ>l PB>O@E JLAB TEBOB TB @>K IL@>QB >I1 QE
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& [ hitp/127.0.0.1:8000/post o)

Exes R
Viewing file in inode In|S1691/1692|H2069:1251|G1

Classified as HTML Document by magic

Statistics | HexDump | TextDump | Download | Summary | Explain | Show Packets

Combined stream | HTTP

Automation

%LOBKPF@P @>K ?B > SBOV QFJB @LKPRJFKD MOL@BPP IQELRDE TB E>S|
&4( FP NRFQB @>M>?IB FK >IILTFKD FKSBPQFD>QLOP QL AOFII FKQL QEB B
FIMLOQ>KQ FKCLOJ>QFLK QEB IL>AFKD MOL@BPP FP C>FOIV PFIJMIB >KA .
QFJB %LO QEFP BKA FQ FP RPBCRI QL ?B >?IB QL >RQLJ>QB QEB IL>AFKD
QEBPB @>K ?B ALKB TFQE IFQQIB ERJ>K FKQBO>@QFLK /V%I>D E>P > P@O
RPBA CLO GRPQ QEFP MROMLPB 6B MOBPBKQIV ABP@OF?B ELT QEB #%162
RPFKD > P@OFMQ

"IB>O QEB @ROOBKQ @>PB FC FQ BUFPQP
ABIBQB=@>PB ACOTP

"OB>QB > KBT @>PB
@OB>QB=@>PB ACOTP 39 42 $>PQBOK

2Q0>0Q RPFKD QEB KBT @>PB TFQEFK QEB PEBII
IL>A ACOTP

+L>A QEB WFM CFIB >P > O>T FJ>DB
BUB@RQB +L>A; #>Q> +L>A; (.; #>Q>; 2LRO@B @>PB ACOTP FLPYRO@B W P
39 42 $>PQBOK CFIBK>JB ACOTP @E>1IBKDB WFM

2@>K QEFP OB@ROPFSBIV
IL>A=>KA=P@>K W 1>T ,# 2@>K ,LW">@EB2@>K ,LW'FPQ2@>K .4$2@>K 3>
IFM2@>K &LLDIB#L@P 'LQJ>FI2@>KKBO '33/2@>KKBO 8>ELL,>FI2|[@>K 2NRF
&J>FI12@>KKBO

">O0SB JBJLOV
P@>K=CFIB O>T=CFIBPVPQBJ OBPMLKPB=A>Q> @E>IIBKDB JBJ 2J@OFMQ">C(

+L>A QEB M@>M CFIB >P > KBQTLOH CLOBKPF@ PLRO@B
BUB@RQB +L>A; #>Q> +L>A; (.; #>Q>; 2LRO@B @>PB ACOTP FLPYRO@B K P
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39 42 $>PQBOK CFIBK>JB SCP ACOTP O>T=CFIBPVPQBJ OBPMLKPB=A>Q> |
IL>A=>KA=P@>K K KBQ /" /; %FIBPVPQBJ 2NRFOOBI,>FI2@>K 8>ELL,>FI2@
[.12@>KKBO ,2-2@>KKBO &J>FI2@>KKBO '33/2@>KKBO 'LQJ>FI2@pPKKBO %3/
&LLDIB#L@P

+L>A QEB JBJLOV FJ>DB %FOPQ TB @OB>QB QEB FLPLRO@B |QEBK TB |
QEB MOLCFIB >KA PVPQBJ J>M
BUB@RQB +L>A; #>Q> +L>A; (.; #>Q>; 2LRO@B @>PB ACOTP FLPUYURO@B J PI
39 42 $>PQBOK CFIBK>JB SCP ACOTP O>T=CFIBPVPQBJ OBPMLKPB=A>Q> (
IL>A=>KA=P@>K J JBJ +FKRU; ,BJLOV MOLCFIB = = = = =Bl
J>M 2VPQBJ J>M BI J>M

B3EFP P@QOFMQ @>K ORK RPFKD Q p@ElashvVcdfB.tas@ LJJ>K A

Preperation of Brief of Evidence

(K > OB>1 FKSBPQFD>QFLK QEB OBPRIQP LC LRO >K>IVPFP TLRIA ?B RPBA (
I>T (K@QOB>PFKDIV AFDFQ>I BSFABK@B FP MOLSFABA FK BIB@QOLKF@ CL
LC I>O0DB NR>KQFQFBP LC BSFABK@B %LO QEFP BKA /V%I>D MOLSFABP QE
BIB@QQOLKF@ CLOJ 3EB BUMLOQBA ?0OFBC @LKPFPQ MROBIV LC PBIC @LKC
@OLPP IFKHFKD 3EBPB M>DBP >0O0B M>@H>DBA >KA ABIFSBOBA QL QEB OB
PLJB JBAF> PR@E >P > E>OA AFPH LO @AOLJ 3EFOA M>0QFBP AL KLQ KBB
SFBT QEB BSFABK@B FQ FP MROBIV PBIC @LKQ>FKBA

/IOBPBKQIV TB FIIRPQO>QB ELT QEFP BUMLOQFKD MOL@BPP TLOHP P M>0
#%162 @QE>IIBKDB TB MOLSFAB PR@E > ?OFBC LC BSFABK@B TEF@E FP OB

3EB CFOPQ PQBM FK QEB MOBMBO>QFLK LC QEB ?0OFBC FP QEB J>OHFKD L
MBORP>| LC BSFABK@B FP > QFJB @LKPRJFKD MOL@BPP TB KBBA QL ?B >?
RKFIJMLOQ>KQ FKLABP >KA NRF@HIV Q>D QEB FIMLOQ>KQ FQBJP /V%I>D N
FKQBOC>@B TEF@E >IILTP MLTBOCRI CFIQBOFKD %LO BSBOV Q>?IB >K >KI
TEF@E >IILTP QEB RPBO QL O>MFAIV FQBO>QB LSBO >Il FKLABP FK QEB Q>
CFIQBOFKD >KA J>OH LO Q>D QEB FKLABP

Page Through Table

Mark Inode

(L0
Meet the DEC Kids!

awarver e

3>?IBP @>K ?B CFIQBOBA RPFKD QEB LMBO>Q liode#Kdtaied QBA CLO BU>JMIB
exfiltraton ~ 6FI1 LKIV PELT >KKLQ>QFLKP TFQE QEB TLOA BUCFIQO>QFLK FK Q
OBMLOQ @ >ChHBARQE&B MOBPBKQP QEB >KKLQ>QFLKP FK QEB @>PB FK LKB @

KV Q>?IB TFQEFK /V%I>D @>K QEBK ?B BUMLOQBA FK@IRAFKD QEB >KKLQ
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@LROPB 3EFP >IILTP PMB@FCF®@ PB>O@EBP QL ?B OBMLOQBA FK QEBFO |
PBIC @LKQ>FKBA '3,+ CFIBP TEF@E J>V ?B PE>OBA LK TE>QBSBO JBAFRJ (
PBOSBO AAFKD QL QE>Q QEB >?FIFQV QL DBKBO>QB @RPQLJ Q>?IBP ?V
QLDBQEBO >KA FQP MLPPF?IB QL @OB>QB SBOV FKCLOJ>QFSB OBMLOQP

3EB BUMLOQBA M>DBP >IPL @LKQ>FK >I1 QEB FKLABP >P TBIl >P QEBFO BU
M>DB PELTP ELT QL ABOFSB QEB FKLAB COLJ CFOPQ MOFK@FMIBP CLO KI
M>@HBQP RPBA >KA QEBFO LCCPBQP

Case: | dfrws |

Viewing file in inode In|S1923/1924|H2164:0

Classified as HTTP application/xjavascript by magic
Statistics HexDump TextDump L Download L Summary L Explain L Show Packets ‘
Combined stream | HTTP |

IO Subsys n: = dfrws
iosource | n
subsys Standard
TZ US/Eastern
CWD /
interactive | True

filename vis:fidfrws/raw_filesystem/response_data/suspect.pcap

Stream In|S1923/1924 packet ID| Offset |Length
7825 4060437 948
7827 | 4061471 286
8081 | 4180091 887
8083| 4181064| 259

HTTP Extract O bytes from In|S1923/1924 starting at byte 2164

Challenges

3EFP PB@QFLK AFP@RPPBP PLJB LC QEB PMB@FCF@ @E>IIBKDBP BK@LRK
FKSBPQFD>QFLK

Firefox Cache

%FOBCLU MOLCFIBP @LKQ>FK > TB>IQE LC CLOBKPF@ A>Q> CLO QEB FKSB
>K>IVPFP QB@EKFNRBP RPBA QL BU>JFKB QEB @LKQBKQP LC QEB JLWFII>

IQELRDE QEBOB >0B LQEBO @LPQ COBB CFOBCLU @>@EB ?OLTPBOP >S>F
CLOBKPF@ >K>IVPFP QEB >RQELO @LRIA KLQ CFKA >KV CLO &-4 +FKRU LF
%ROQEBOJLOB KLKB LC QEB BUFPQFKD PLIRQFLKP TBOB COBB PLCQT>0B
CO>JBTLOH PR@E >P /IV%I>D P PR@E QEFP TLOH T>P RKABOQ>HBK QL @l

%FOBCLU PQLOBP FQ P ?0LTPBO @>@EB FK QEB ">S@EB PR?AFOB@QLOV LC
KRJ?BO LC CFIBP @>K ?B CLRKA EBOB QEBSBEEOBFEBWIQOREQREOIBEP TBOB
ABQBOJFKBA ?V BU>JFKFKD %FOBCLU PLRO@B @LAB 3EBOB ALBP KLQ >MNM
AL@RJBKQ>QFLK ?BVLKA QEB PLRO@B @LAB FQPBIC JLOB ABQ>FIBA ABP
?B CLRKA >Q EQQM TTT MVCI>D KBQ @DF ?FK JLFK @DF ,LWFII>=">@EB=9%
_CACHE_MAP_

3EFP CFIB FP >K FKABU (Q @LKQ>FK RecordsB >ABD CGKA B>I@EQAL@EB BKQ
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_CACHE_001_
3EFP CFIB FP PMIFQ FKQL 2VQB ?ILOHP (Q @LKQenfitksP @>@EB JBQ>A

_CACHE_002_
P >?LSB PMIFQ FKQL 2VQB ?2IL@HP
_CACHE_003_
P >?LSB PMIFQ FKQL 2VQB ?2IL@HP

3EBOB >0B >IPL J>KV FKAFSFAR>| CFIBP TFQE O>KALJ ILLHFKD CFIBK>JBP
JBQ>A>Q> BKQOFBP TEF@E TBOB QLL I>ODB QL CFQ FK QEB ?IL@H CFIBP :
PBM>0>QB CFIBP

@>@eBrd @LKPFPQP LC > E>PE >KA |L@ >Qetdditadniiry K QKA Rle@L >
enty 3EB E>PE FP PFJMIV QEB OBPRIQ LC > LKB T>V E>PE CRK@QFLK >MM|
RPBA ?V CFOBCLU QL NRF@HIV @EB@H FC > DFSBK 41+ FP @LKQ>FKBA FK
MLFKQBOP >OB > PQOR@QROB TEF@E FKAF@>QB TEBOB QEB JBQ>A>Q> >K.
BFQEBO MLFKQ QL BUQBKQP FKPFAB QEB ?IL@H CFIBP =" "'$= U= LO QL F
QEB OB@LOA E>PE

3 E Bnetadataentry @LKQ>FKP > CBQ@E @LRKQ I>PQ CBQ@EBA I>PQ JLAFCFBA
QFIJBPQ>JMP QEB LOFDFK>| ROIl @ >méBdat@)dioBk H EB\E Betadata block FP >

PBOFBP LC K>JBA S>IRBP PBM>0>QBA ?V -4++ ?VQBP 3VMF@>| K>JBP PBB}
&$3 /.23 >KA OBPMLKPB EB>A TEF@E FP > CRII ARJM LC QEB OBQROKBA I

3ERataenty FP PFJMIV QEB A>Q> OBQROKBA ?V QEB PBOSBO FK OBPMLKPB ¢
ALBP KLQ @LKQ>FK >KV >AAFQFLK>| EB>ABO (Q FP TLOQE KLQFKD QE>Q Q
BK@LAFKD PR@E >P DWFM LO ABCI>QB >MMIFBA QL FQ (Q FP KB@BPP>0V
CFBIA FK QEB OBPMLKPB EB>A LC QEB JBQ>A>Q> BKQOV QL ABQBOJFKB FQ
OBNRFOBA

(K LOABO QL PRMMLOQ %FOBCLU @>@EB FK /V%I>D > CFIB CLOJ>Q M>0OPB
CFIB CLOJ>Q IF?0>0V > P@>KKBO T>P QEBK TOFQQBK RPFKD QEB M>OPBC

B3EB P@>KKBO MBOCLOJP QEB CLIILTFKD >@QFLKP

Z 30FDDBOP LK_QATBIECWARB ? Vhame

.MBKP QEB LQEBO OBIBS>KQ CFIBP COLTZATHBOP»JB AFOB@QLOV

Z AAP > /IV%I>D 5%2 BKQIAUHRKWABOCLO BSB®antry (C @LKQBKQ
BK@LAFKD FP CLRKA QEB 5%2 FKLAB E>P BFQEBO QEB ABCI>QB LO D
XA X& PL QE>Q FQ FP QO>KPM>0OBKQIV E>KAIBA ?V /V%I>D

Z AAP >K BKQOV QL QEB /V%I>D '33/ Q>?IB >P RPBA ?V /V%I>D -BQTLO
QE>Q QEB ">@EB @>K ?B ?OLTPBA ?V 41+

Z AAP > KBT P@>K GL? CLO B>@E KBT @EFIA 5%2 FKLAB

N

!V IBSBO>DFKD QEB '33/ PRMMLOQ MOBPBKQ FK /\FRIFP KBQTMOPMP®%RIBBE® P F (
AL CRII TB? M>DB OB@LKPQOR@QFLK LC ,LWFII> ">@EB 1BPLRO@B IFKHP
LQEBO BSFABK@B PLRO@BP PR@E >P KBQTLOH @>MQROBP LO QEB EQQM F

!V OBMOBPBKQFKD B>@E @>@EB BKQOV FK > AB@QLABA CLOJ FK QEB /V%I>
IBSBO>DB >Il LC MVCI>D P BUFPQFKD P@>KKBOP FK@IRAFKD TB?J>FI| P@ >k
B3EFP TLRIA KLQ ?B MLPPF?IB TFQELRQ K>QFSB JLWFII> @>@EB PRMMLOQ


http://www.pyflag.net/cgi-bin/moin.cgi/NetworkForensics

Timezone Considerations

S3FIJBWLKBP >0B FIMLOQ>KQ FK CLOBKPF@P >KA ?B@LJB BPMB@F>I11V PL TI
PLRO@BP LC BSFABK@B 3EBPB AFCCBOBKQ PLRO@BP J>V E>SB @LJB COL,
IL@>QFLKP >KA LO J>V E>SB AFCCBOBKQ FKQBOK>1 OBMOBPBKQ>QFLKP L
BSFABK@B PLRO@BP J>V ?B BIJ?BAABA FKPFAB LQEBO BSFABK@B ?RQ PQF
QFIJBWLKB @QLKPFABO>QFLKP

BEFP PB@QFLK BUMI>FKP ELT /V%I>D E>KAIBP QFJBPQ>JMP QL >IILT QEB F
JRIQFMIB PLRO@BP PB>JIBPPIV

Z 1l QFJBP FK /V%I>D >0B PQLOBA FKQBOK=>IIV FK 43"

Z 6EBK @>PBP >0B @OB>QBA > @>PB QFJBWLKB FP >PPL@F>QBA TFQE
S>IRB FP QEB IL@>1 QFJBWLKB LC QEB >K>IVPQP TLOHPQ>QFLK 3EFF
QEB ">PB ,>K>DBJBKQ "LKCFDROB ">PB OBMLOQ

Z |l QFJBP AFPMI>VBA FK QEB /V%I>D &4( >MMB>0 FK QEB @>PB QFJBYV
@>PB QFJBWLKB J>V ?B AFCCBOBKQ COLJ QEB BSFABK@B QFJBWLKB
A>QBP AFPMI>VBA J>V KLQ OBCIB@Q QEB IL@>1 QFJB LC >K BSBKQ >C(
QLLH MI>@B

Z 6EBKBSBO >séwd®@> FP >AABA B D > AFPH FJ>DB LO ILD CFIB

[ 3EB >K>IVPQ FP MOLJMQBA CLO >K BSFABK@B QFJBWLKB QEB /
>K>IVPQP IL@>1 QFJBWLKB 3EFP ABP@OF?BP QEB IL@>1 QFJBV
BSFABK@B T>P @LIIB@QBA %LO BU>JMIB CLO > AFPH FJ>DB L
TLOHPQ>QFLK FQ PELRIA ?B QEB P>JB >P QEB PVPQBJ QFJBWL|

[ SEB BSFABK@B QFIJBWLKB FP PQLOBA FK MVCI>D >KA >PPL@F>C
A>Q>PLRO @B

Z P QEB 5%2 >KA LQEBO Q>?I1BP >OB MLMRI>QBA ?V QEB %FIBPVPQBJ /

[ 3BEB AOFSBOP P@>KKBOP @LKSBOQ A>QBP CLRKA FK BSFABK@B
QEBJ FKQBOK=>I1IV >P 43"

[ ,>KV QVMBP LC A>Q> B D JLPQ CFIBPVPQBJP RPB 43" QFJBPQ:
KL @LKSBOPFLK FP OBNROBA

[ 2LJB A>Q> PLRO@BP B D 9FM CFIBP PQLOB QFJBP FK IL@>1 B
3EBPB JRPQ ?B @LKSBOQBA COLJ BSFABK@ RvigdhdBWLKB QL 43"
QFIJBWLKB FP FKEBOFQBA COLJ QEB FLPLRO@B FK TEF@E QEB /
TLOQE KLQFKD QE>Q FC QFJBP FK BSFABK@B >0OB PQLOBA >P IL
TEF@E BJMILVP A>VIFDEQ P>SFKDP QEB QFJBP J>V ?B >J?FDRL
JLOB QE>K LK@B

[ (Q FP RM QL QEB P@>KKBO QL HKLT FC A>QBP QE>Q FQ CFKAP :
IL@>1 LO PLJB LQEBO WLKB >KA J>HB QEB >MMOLMOF>QB @LK
>KA %FIBPVPQBJP AL QEFP RPFKD QEBFO LTK BUMBOQ HKLTIBA
>K>IVPBA

"LKPFABO QEFP BU>JMIB (K RPQO>IF> JV ABC>RIQ PVPQBJ QFJBWLKB F
&,3 FDKLOFKD A>VIFDEQ P>SFKDP ( PBQ JV @>PB QFJBWLKB QL PVPQBJ
@E>1IBKDB WFMCFIB >IPL RPFKD PVPQBJ QFJB B6EBK ( OBSFBT QEB WFMCF
>S@QR>I1IV PBBFKD 42 $>PQBOK IL@>IQFJB O>QEBO QE>K RPQO>IF> 2VAKI

3EFP FP ?B@>RPB /V%I>D HKLTP QE>Q WFM QFJBPQ>JMP >0B PQLOBA FK Il
QEBJ BSFABK@B QW 43" EOP CLO FKQBOK>|I PQLO>DB >KA QEBK @LK
@>PB QFIJBWLKB CLO SFBTFKD

IV%I>D T>P KLQ QLIA QE>Q QEB BSFABK@B T>P COLJ 42 $>PQBOK ?RQ ?BC
>OB PVIJBQOF@ QEB AFPMI>V QFJBP >0OB BU>@QIV >P QEBV >0B CLRKA FK



(K FQPBIC QEFP J>V KLQ PBBJ IFHB > MOL?IBJ MOLSFABA QEB FKSBPQFD>
>0B IL@>I > KA FKQBOMOBQP QEBJ >P BSFABK@B IL@>IQFJB OBD>0OAIBPP L
FK /IV%I>D

3EFP ELTBSBO FP A>KDBOLRP "LKPFABO QEB ,LWFII> %FOBCLU @>@EB P@
A>Q> T>P P@>KKBA %FOBCLU @>@EB FP >K FKABMBKA>KQ CFIB CLOJ>Q >
QFJBPQ>JMP /V%I>D HKLTP QE>Q %FOBCLU RJCOERR FAAP @EMBPQELIMP FK
INV%I>D >@@LOAFKDIV KL FKMRQ @LKSBOPFLK 6EBK VLR OBSFBT QEFP A:
1BNRBPQP OBMLOQ MVCI>D TFIl MBOCLOJ >K LRQMRQ @LKSBOPFLK 43"

AFPMI>V 3EBOBCLOB QEB FKSBPQFD>QLO FP PBBFKD QEBPB QFJBPQ>JMP
3EFP FP > JFPJ>Q@E TFQE QEB 42 $>PQBOK TEF@E FP ?BFKD AFPMI>VBA C
EBK@B QEB FKSBPQFD>QLO @>KKLQ RPB /V%I>D CFIQBOP BQ@ QL @LJM>O0

"LKPFABO >KLQEBO BU>JMIB TEBOB >K -3%2 CFIBPVPQBJ FP IL>ABA /V%I>I
PQLOBP QFJB FK 43" PL FQ ALBP KLQ KBBA QL MBOCLOJ >KV FKMRQ @LKS|
J>V QEFKH QE>Q QEFP JB>KP QEB BSFABK@B QFJBWLKB PMB@FCBA TEBK (
KLQ OBIBS>KQ ?RQ TE>Q E>MMBKP TEBK /V%I>D P@>KKBOP CFKA > WFMCF
IV%I>D KBBAP QL HKLT QEB BSFABK@B QFJBWLKB PL QE>Q FQ @>K OB@LO
@LOOB@IQIV BSBK QELRDE -3%2 QFJBPQ>JMP TFIl >IT>VP ?B @LOOB@Q OE
QW

(K PRJJ>OV TB @>K PBB /V%I>D MOLSFABP > JB@E>KFPJ QL >IILT JRIQFMI
?B >K>IVPBA QLDBQEBO FK > PFKDIB QFJBWLKB (K LOABO QL PRMMLOQ A>
QFJBP >OB RPBA FQ FP @OFQF@>! QL PBIB@Q QEB @LOOB@Q BSFABK@B
IV%I>D (Q FP >IPL FIMLOQ>KQ QL ?B JFKACRI LC QEB C>@Q QE>Q AFPMI>\
@>PB QFJBWLKB TEF@E J>V ?B AFCCBOBKQ QL QEB IL@>| QFJBWLKB FK TE
3EB @>PB QFJBWLKB @>K ?B @E>KDBA >Q >KV QFJB >KA QEB BSFABK@B O
QFJBWLKB ?V PFJMIV OBCOBPEFKD QEB OBMLOQP

Timestamps in Network traffic

(Q FP FIMLOQ>KQ QL @LKPFABO ELT QFJBPQ>JMP >0B J>KFCBPQBA FK KBC
RPBA QL PMLQ >KLJ>IFBP

6FQEFK QEB '33/ OBPMLKPB EBDABBCCFBIE>SBEFRP CFBIA FP QEB QFJBPQ>JM
TB? PBOSBO >PPFDKBA QL QEB OBNRBPQ PMB@FCFBA FK &,3 QFJBWLKB 6F
LK B>@E M>@HBQ TEF@E TB @LIIB@QBA QEFP T>P >PPFDKBA ?V QEB @LI
FKPQOR@QFSB QL PBB QEB OBI>QFLKPEFM ?BQTBBK QELPB BKQFQFBP 6B
@LKPQOR@Q > /V%I>D Q>?IB TEF@E PELTP ?LQE QEB QFJBPQ>JM >KA QEB
IV%I1>D HKLTP >?LRQ QEB QFJBWLKBP >KA PL QEBV TLRIA >I1 ?B KLOJ>IFPI
QFJBWLKB



€PEY X + S Case: [dfrws
Modified« Destination IP Request Packet Date Host
*1219.93.175.67

20071216 232930 e Lot7e 20071216 23.02:59 |"WW-men.com
TMNET/ TMNET. TELEKOM MALAYSIA
*2190.93.175.67

20071216 282581 g 9708 9 2007-12-16 22:50:00 |eN-Wikipedia.org
TUNET FVIET, TRLEROM MALATSIA
*186.64.162.35

© 20071216 23:2422 N— gcse )2007-12-16 23:26:43 | K920t

20074216 232108 g o X 9230 #92007-12.16 20,5037 | #N-Wikipedia.org
TMNET / TMNET. TELEKOM MALAYSIA
*219.93.175.67

20071216 23:18:48 8997 ¥92007-12-16 22:52:17 | en-wikipedia.org
+108.105.193.114

20071918 931845 8990 #0) 2007191/ 921825 | COTPOTate.disney.go.com

6B @>K MILQ QEB QFJBPQ>JM >KA A>QB CFBIAP >D>FKPQ B>@E LQEBO

1197866000

1197865000 —

1197864000 —

1197863000 —

Date Header

Proxy Clock
1197862000 —

1197861000 —

1197860000

I | L | I 1 L
1197862000 1197863000 1197864000 1197865000 1197866000

PCAP Timestamp

6B KLOJ>IIV BUMB@Q > PFKDIB IFKB TFQE > ?FQ LC GFQQBO ARB QL @IL@
PLRO@BP ?RQ FKQBOBPQFKDIV FK QEFP @>PB TB DBQ QTL AFPQFK@Q IF}
BUQO>MLI>QBA IFKB >?LSB E>P QEB #>QB CFBIA @LKPFPQBKQIV JFKRQB
?B 6B @>K FPLI>QB QELPB @LKKB@QFLKP TEF@E IFB LK QEFP IFKB >KA P
>0OB QL QEB BUCFIQO>QFLK (/ >AAOBPP

SSL Decryption

3EB @E>IIBKDB M>@HBQ @>MQROB T>P CLRKA QL @LKQ>FK PBSBO>| 22+ @
BK@QOVMQBA @LJJRKF@>QFLK PL TB @>KKLQ SFBT QEB MI>FKQBUQ A>Q> T
6B EVMLQEBPFPBA QE>Q QEB JBJLOV FJ>DB J>V @LKQ>FK QEB PVJJBQOF@
QEB PPl @LKKB@QFLKP CLRKA FK QEB KBQTLOH @>MQROB

3L ABQBOJFKB QEB CB>PF?FIFQV LC QEFP EVMLQEBPFP > MOLLC LC @LK@
@LKAR@QBA >P CLIILTP

2BQ RM >K PPI TB?PBOSBO RPFKD > @BOQFCF@>QB PBIC PFDKBA ?V
"LKCFDROB QEB TB?PBOSBO QL LKIV KBDLQF>QB 1" >P QEB PVJBQOF
/OLUV OBNRBPQP COLJ QEB ?OLTPBO QL LRO PBOSBO RPFKD QEB COl
PPIARJM (C MOLSFABA TFQE QEB MOFS>QB HBV LC QEB TB?PBOSBO
QEB PPl @LKKB@QFLK M>PPFKD QEOLRDE FQ >KA ARJM SBO?LPB MOL
FK@IRAFKD QEB KBDLQF>QBA PBPPFLK HBVP PPIARJM LKIV PRMMLOC(
PBOSBO T>P @LKCFDROBA QL CLO@B 1"
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"LKCFDROB VLRO BKSFOLKJBKQ QL DBKBO>QB @LOB ARJMP CLO RKE:
?B ALKB RPFKD QEB RIFJFQ MOLDO>J FK +FKRU IPL ?BDFK > KBQTL
QEB PPl QO>CCF@

1BNRBPQ > 41+ COLJ QEB TB?PBOSBO RPFKD QEB CFOBCLU ?0OLTPBO
E>P ?BBK @LJMIBQBA FPPRB > PFDK>I QL CFOBCLU @>RPFKD FQ QL
2B>0@E QEB @LOB CFIB CLO QEB HBVP TEF@E TBOB MOFKQBA ?V PP

3EFP BUMBOFJBKQ ABJLKPQO>QBA QE>Q QEB PVJBQOF@ HBVP TBOB FKABE
@LOB ARJM 6B TBOB >?IB QL MOLSB QE>Q TB @LRIA AB@OVMQ QEB 22+ PE
OB@LOABA M@>M CFIB RPFKD QEB HBVP MOFKQBA 2?2V PPIARJM

-BUQ TB ?RFIA > PFJMIB ?0RQB CLO@B P@OFMQ TEF@E Q>HBP >P FKMRQ >
>KA > JBJLOV FJ>DB (Q TLOHP >P CLIILTP

$U>JFKB QEB PQOB>J QL ABQBOJFKB QEB PQ>0Q LC BK@QOVMQBA @L.
?B ALKB ?V CLIILTFKD QEB PPl OB@LOAP ILLHFKD CLO > M>0QF@RI>C
TEF@E FKAF@>QBP > PTFQ@E QL BK@OVMQBA PQ>QB .RO @ROOBKQ
J>V KLQ TLOH FK >I1 PFQR>QFLKP &0O>? QEB CFOPQ 2VQBP LC QEE
20>0QFKD >Q LCCPBQ ?RFIA > HBV LC QEB @LOOB@Q IBKDQE 2V
ARJM A>Q>
(KFQF>IFPB O@ RPFKD QEFP HBV >KA AB@OVMQ QEB PQ>0Q LC QEB
+LLH CLO QEB PQOFKD '33/ FK QEB MI>FKQBUQ LRQMRQ (C QEB P
E>SB > S>IFA HBV
(K@OBJBKQ QEB LCCPBQ ?V LKB ?VQB >KA QOV > KBT HBV 1BMB>Q R
ARJM CFIB FP OB>@EBA

A4PFKD QEFP QB@EKFNRB TB TBOB >?IB QL OB@LSBO QEB O@ HBVP CLO QI
@OB>QBA FK QEB CFOPQ BUMBOFJBKQ RPFKD QEB >PPL@F>QBA @LOB ARJ
A>Q> L?Q>FKBA ?V PPIARJM 3EFP FP S>IFA>QFLK QE>Q QEB QB@EKFNRB F
PPl @LKKB@QFLKP

3EB P>JMIB P@OFMQ RPBA @>KQBMLRKA MB/CTB>D KBQ @DF ?FK JLFK @DF
22+=#B@OVMQFLK

6B QEBK QOFBA QEFP P@OFMQ >D>FKPQ QEB O@ PPlI @LKKB@QFLK FK QEF
TEF@E #-2 FKAF@>QBP QL ?B > @LKKB@QFLK QL > JLWFII> >AALKP OBMLP
@E>IIBKDB JBJLOV FJ>DB >P QEB HBV PLRO@B 4KCLOQRK>QBIV QEFP AFA
OBPRIQ

Linux Memory Analysis

KB LC QEB J>GLO @LJMLKBKQP LC QEB #%162 @E>IIBKDB T>P QL FJMO
+FKRU JBJLOV CLOBKPF@P QB@EKFNRBP >KA QL ABSBILM QLLIP QE>Q >0OB
O>KDB LC PVPQBJP >KA CLOBKPF@ @E>IIBKDBP QE%R ©E FFK BB B@FLKQ LT® J
TFIl AFP@RPP QEB BCCLOQP QE>Q TB E>SB J>AB FK LOABO QL >AAOBPP QF
T>P QL J>HB > S>OFBQV LC KBT QLLIP >KA QB@EKFNRBP >S>FI>?IB QL FKS
ABJLKPQO>QB ELT QEBV @>K ?B RPBA QL EBIM FKSBPQFD>QB QEB JBJLOV
LC QEB @E>IIBKDB @E>|IBK@BBIJBBKA LC QEFP PB@QFLK TB TFIl >IPL >AAO
FKCLOJ>QFLK BUQO>@QBA COLJ 1, FP IBSBO>DBA FK QEB PB@LKA J>GLO
@E>1IBKDB QEB CRPFLK LC JBJLOV E>OA AFPH >KA KBQTLOH A>Q>

JOBSFLRP OBPB>O@E E>P ABJLKPQO>QBA QE>Q JBJLOV CLOBKPF@P FP LC
@LIJMLKBKQ LC QEB AFDFQ>| FKS FEPFRRFABIQONVKCM OB@MBP@P LCCBOP QEB


http://www.pyflag.net/cgi-bin/moin.cgi/SSL_Decryption
http://www.pyflag.net/cgi-bin/moin.cgi/SSL_Decryption
http://www.blackhat.com/presentations/bh-dc-07/Walters/Paper/bh-dc-07-Walters-WP.pdf

FKSBPQFD>QLO QEB >?FIFQV QL >@@BPP QEB ORKQFJB PQ>QB LC QEB PVF
>AS>KQ>DBP LSBO QO>AFQFLK>| IFSB OBPMLKPB QB@EKFNRBP QVMF@>II\
"@FQBEFIB QEBOB E>P ?BBK PLJB MOBSFLRP OBPB>0O@E FKQL +FKRU JBJL
J>GLOFQV LC QEB OB@BKQ TLOH E>P CL@RPBA MOFJ>OFIV LK 6FKALTP JB.

(K F@E>BI %LOA ABJLKPQO>QBA ELT >K FKSBPQFD>QLO @LRIA RPB J>
QLLIP RPBA CLO @O>PE ARJM @LIIB@QFLK >KA >K>IVPFP QL EBIM MBOCLO
FK@FABRQBK M>O0QF@RI>0 EB ABP@OF?BA ELT QEB QEB @O>PE RQFIFQV
FKSBPQFD>QB > @O>PE ARJM @LIIB@QBA COLJ > @LIMOLJFPBA PVPQBJ 6l
S>IR>?IB QLLI CLO >K>IVWFKD @O>PE ARJMP QEB >RQELO FP CLO@BA QL
CLO >K>IVWFKD JBJLOV P>JMIBP QE>Q TBOB KLQ @LIIB@QBA FK > @O>PE F
J>MMFKD LC MEVPF@>I!IPBRIERV ,>OFRPW !ROA>@E ABP@OF?BP @LIIB@Q
LC MEVPF@>! JBJLOV QEOLRDE COLJ QEB MOL@ MPBRALGFEIBPVPQBJ >KA
?BD>K ?V MBOCLOJFKD ?>PF@ >K>IVPFP DOBM PQOFKDP >KA EBU BAFQLO
PQOFKDP >KA EB QEBK AFP@RPPBA >AS>K@BA >K>IVPFP QE>Q @LRIA ?B M
RPFKD DA? QL >K>IVWB QEB PVPQBJ @>I1 Q>?IB >KA IFPQ ORKKFKD MOL@ B
>KA ,>QQ #F@HBOPLK RPBA > PQOFKD PB>O@EFKD JBQELA QL CFKA J>IT>C
P>JMIB @LIIB@QBA COL]J MOL@ H@LOBERB FKRFKLVPQBROA>@E
BUQBKABA QEFP OBPB>O@E ?V OBIB>PFKD > QEB FABQB@Q QLLIP CLO QEB
BUQO>@QFKD CFIB @LKQBKQ COLJ JBJLOV >AQEPQFKD RPB Q BOE@BPPBP
MOLGB@Q ABP@OF?BA DBKBOF@ >O@EFQB@QROB QL BCCB@QFSBIV AB>I 1
SIILTFKD PRMMLOQ CLO ?LQE +FKRU >KA 6FKALTP >K>IVPFP >P ABJLKPQO!
JLARIB®FQHK 400B> >IPL ABP@OF?BA QB@EKFNRBP CLO BKRJBO>QFK
J>KR>I11V OB?RFIAFKD > CFIB@F&)B JBJLOV:

PTB @>K PBB FK B>@E LC QEBPB MOBSFLRP BU>JMIBP AB?RDDFKD QLLIP
FKCLOJ>QFLK FB 2VJ?LIP E>SB MI>VBA >K FIMLOQ>KQ M>0® C +FKRU JB
OBPRIQ TB CBIQ FQ T>P FJMLOQ>KQ QL IBSBO>DB >P JR@E LC QEB MOBSF
TFQE +FKRU HBOKBI AB?RDDFXIRPPLROPEPFOPE) @LKQOF?RQFLK TFQE OBPM
@E>IIBKDB T>P QL @OB>QB >BM>0@F OB FQEBF@EQNP J>FKQ>FKBA ?V #>SF
KABOPLK 3EFP FP QEB P>JB RQFIFQV QE>Q T>P LOFDFK>IIV AFP@RPPBA -
JLAFCFBA FQ PL QE>Q FQ @>K >K>IVWB > IFKB>0O P>JMIFKD LC MEVPF@>1 .
@E>IIBKDB JBJ P>JMIB AFPQOF?RQBA TFQE QEB @E>IIBKDB

Red Hat Crash Utility

3EB 1BA '>Q "O>PE 4QFIFQV @LJ?FKBP QEB HBOKBI >T>0OBKBPP LC QEB 4-(°
PLRO@B @LAB AB?RDDFKD >Q@IFPPFBPLLE>PAQEB >?IFIFQV QL >K>IVWB LSBC
JBJLOV P>JMIB CLOK:QEBO >AS>KQ>DB LC @O>PE FP QE>Q FQ E>P PRMML(
AFCCBOBKQ >O@EFQB@QROBP U U = F> MM@ P >KAP U >KA
1BA '>Q +FKRU SBOPFLK RM QL 1BA '>Q $KQBOMOFPB +FKRU

3ERP FQ OB>I1IV ALBP >AAOBPP QEB KBBA QL E>SB > ?0L>A >MMIF@
@O>PE @>K ?B CLRKA >Q QEB CLIILTFKD CLIILTFKD ROI

EQQM TTT QMEF KBQ Y>T>IQBOP ACOTP SLI@O>PE =M>Q@E

.K@B QEB M>Q@E E>P ?BBK >MMIFBA M>Q@E M SLI@O>PE =M>Q@E
?2RFIQ J>HB VLR TFIl >IPL T>KQ>QICEPR) >KK ®EBBSBPRKRU HBOKBI L?GB@Q
CFIB CLO QEB #%162 JBJLOV P>JMIB

(K LOABO QL MOL@BPP > IFKB>0O P>JMIFKD LC JBJLOV VLR TFIIl KBBA QL M
@LJIJ>KA IFKB LMQFLK >P PBBK FK QEB CLIILTFKD BU>JMIB

@O>PE C Bl 2VPQBJ J>M Bl Bl SJIFKR


http://www.blackhat.com/presentations/bh-dc-07/Walters/Paper/bh-dc-07-Walters-WP.pdf
http://www.samag.com/documents/s=9053/sam0403e/0403e.htm
http://www.securityfocus.com/infocus/1773
http://www.sagecertification.org/publications/login/2005-12/pdfs/stover.pdf
http://forensic.seccure.net/pdf/mburdach_digital_forensics_of_physical_memory.pdf
http://www.4tphi.net/fatkit/papers/fatkit_journal.pdf
http://cisr.nps.navy.mil/downloads/theses/06thesis_urrea.pdf
http://people.redhat.com/anderson/
http://www.4tphi.net/%7Eawalters/dfrws2008/volcrash-4.0-6.3_patch
http://www.4tphi.net/%7Eawalters/dfrws2008/2.6.18-8.1.15.el5.tar.gz

ACOTP OBPMLKPB=A>Q> @E>IIBKDB JBJ SLI>QFIB
Crashing Challenge.mem

(K QEFP PB@QFLK TB TFIl AFP@RPP ELT TB @>K RPB QEB @O>PE @LJJ>KA
COLJ QEB JBJLOV P>JMIB CLRKA FK QEB @E>IIBKDB 4MLK PR@@BPPCRI FKk
MOBPBKQ FKCLOJ>QFLK >?LRQ QEB PVPQBJ TELPB JBJLOV T>P P>JMIBA %]
@E>IIBDB QEB LRQMRQQIEHP ILLH IFHB

%OLJ QEFP FKCLOJ>QFLK TB @>K PBB QE>Q QERKPHEBI®@IB T>P Q>HBK LK
>KA QEB J>@EFKB E>A ?BBK ORKKFKI GL®L DFSBP RP > ILQ LQEBO
FKQBOBPQFKD FKCLOJ>QFLK COLJ QEB FJ>DB PR@E >P QEB >JLRKQ LC JBJ
MOL@BPPLORBOEAQ@E PBQP QEB @ROOBKQ @LKQBUQ QL QEB +FKRU Q>P|
PBBK FK QEB LRQMRQ QEFP FP QEB /(# CLO QEB PT>MMBO Q>PH (C KB@
@E>KDBA RPFKD QEB PBQK@IQI>@ERALK >?LRQ >S>FI>?IB @LJIJ>KAP @>K ?B
QEOLRDE QEB EBIM @LIEKALLIILTFKD PB@QFLKP TB TFIl ABJLKPQO>QB Q
FKCLOJ>QFLK QE>Q @>K ?B BUQOCKOMBAQERFKID> @ OBPEFII MOFJ>OFIV CL@|

QELPB QEFKDP DBOJ>KB QL QEB @E>IIBKDB

Processes

+FPQFKD Q>PHP FP LCQBK LKB LC QEB CFOPQ QEFKDP MBLMIB T>KQ QL AL
LK QEB PVPQBJ !V FPPRFKD QEFP @LJJ>KA QEB FKSBPQFD>QLO TFIl OB@
MOL@BPP PQ>QRP PFJFI>O QL QEB +FKRU MP @LJJ>KA

@O>PE MP
LRQMRQ

%OLJ QEFP LRQMRQ TB @>K BUQO>@Q FKCLOJ>QFLK >?LRQ QEB MOL@BPP
?2LU TEBK QEB P>JMIB T>P @LIIB@QBA 3EB MP @LJJ>KA >IPL E>P > KRJ?BC
IFKB LMQFLKP %LO BU>JMIB QEB FKSBPQFD>QLO J>V T>KQ AFPMI>V > MO
QL ABQBOJFKB ELT FQ T>P FKSLHBA M P PBBK FK QEB CLIILTFKD LRQMTF
2B RPBA QL AFPMI>V QEB ORK QFJBP PQ>0Q QFJBP @RJRI>QFSB RPBO >K
Q>PHPEFP FKCLOJ>QFLK @>K ?B BUQOBJBIV RPBCRI >P M>0Q LC QFJB IFKE
ABQBOJFKFKD QEB QBJMLO>I OBI>QFLKPEFMP ?BQTBBK BSBKQP QE>Q L@@

@O>PE MP Q
LRQMRQ

A4PFKD QEB > LMQFLK TB >OB >?IB QL AFP@BOK QEB @LJJ>KA IFKB >ODRJE
PQOFKDP CLO B>@E LC QEB REF® JEABBOMPBPF@RI>OIV RPBCRI TEBK BK@
>K RKHKLTK MOL@BPP FK JBJLOV LO ABQBOJFKFKD ELT >K PRPMF@FLRP B
3EFP @>K >IPL ?B EBIMCRI CLO J>MMFKD > MOL@BPP >KA FQ P >PPL@F>QE
TEBK QEB BQ@ M>PPTA CFIB PRLIOLBU>IMAB>??8 IBSBO>DFKD QEB BKSFOLK
PQOFKDP TB @>K ABQBOJFKB QE>Q QEB ?>PE MOL@BPP /(# T>P PQ>0

@O>PE MP >
LRQMRQ

6B >OB >IPL >?I1B QL BUQO>@Q QEB LMBK CFIBP >PPL@F>QBA TFQE QEB @
MOBPBKQFKD FKCLOJ>QFLK >PPL@F>QBA TFQE B>@E LC QEB LMBK ABP@O
OLLQ AFOB@QLOV >KA QEB TLOHFKD AFOB@ QL OYEEPO@B>KAEC Q® K FILPLES ALK
S>IR>?IB IB>AP TEBK AB>IFKD TFQE QEB I>ODB SLIRJB LC BSFABK@B >PPL
FKSBPQFD>QFLKP


http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_sys.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps_time.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps_args.txt

@O>PE CLOB>@E CFIBP
LRQMRQ

6B @>K >IPL BUQO>@Q FKCLOJ>QFLK >?LRQ BSEFP @ P PB RBRCRIGHBQP
ABQBOJFKB FC QEBOB >0OB >KV LMBK @LKKB@QFLKP TFQE LQEBO PVPQBJP
FKSBPQFD>QBA CROQEBO (Q TFIlI >IPL PELT FC QEB PVPQBJP FP IFPQBKFK
E>SB ?BBK MLFKQP LC BKQOV LO ?>@HBA@L>®PPIBE Q 2BE FKKAQEB @>PB LC QE
@E>IIBKDB JBJLOV P>JMIB QEBOB >0OBK Q >KV LMBE@AEEKB @@RLLEBPPR Q (O E

E>P > PL@HBQ TFQE PLRO@B MLOQ >KA PBKAJ>FI MOL@BPP /(#
PLRO@B MLOQ

@O>PE CLOB>@E KBQ
LRQMRQ

A4PFKD @O>PE TB @>K >IPL BUQO>@Q > ILQ LC LQEBO FKCLOJ>QFLK OBI>Q

,LRKQBA CFIB PVPQBJRO>PE JLRKQ LRQMRQ
.MBK CFIBP MBO CFIB@®PPBJJLRKQ C LRQMRQ
*BOKBI JBPP>DB ?RCC@®O>PE ILD LRQMRQ
2T>M FKCLOJ>QFLK @O>PE PT>M LRQMRQ
,>@EFKB FKCLOJ>QFL®O>PE J>@E LRQMRQ
+L>ABA *BOKBI| ,LARIB®@O>PE JLA LRQMRQ
@EOABSP >KA ?IHABS® O9OPE VRBS LRQMRQ
/"( ABSF@B A>Q> @O>PE ABS M LRQMRQ
(. MLOQ JBJLOV RP>D@O>PE ABS F LRQMRQ
*BOKBI JBJLOV RP>DB@O>PE HJIBJ F LRQMRQ
*BOKBI SJ=PQ>Q Q>?I@O>PE HJIBJ 5 LRQMRQ

3EBOB >OB > @LRMIB LC QEFKDP QL KLQB COLJ QEB MEBSPLRPLLRQERQ Fk
PT>M FKCLOJ>QFLK TB @>K PBB QE>Q QEB IL>A LK QEB PVPQBJ FP KLQ @>
PT>MMBA LRQ 2B@LKA ?V IBSBO>DFKD QEB A>Q> FK QEB HBOKBI JBPP>DB
FKAF@>QFLK LC TEBK QEB PVPQBJ T>P ?LLQBA %LO BU>JMIB ?V ILLHFKD
audit(1197861235.541:1): initialized ?LLQ JBPP>DB TEF@E E>P > RKFU QFJBPQ>JI

3EFP T>P GRPQ > P>JMIB LC QEB QVMB LC FKCLOJ>QFLK QE>Q FP >S>FI[>?]
@LJIJ>KA PBQ QE>Q @LJBP TFQE @O>PE KLQEBO ?BKBCFQ >PPL@F>QBA T
"O>PE 4QFIFQV FP QE>Q QEB @LJJ>KA PBQ @>K ?B BUQBKABA (XEOLRDE IL:
QEB CLIILTFKD PB@QFLK TB TFIl AFP@RPP >K BUQBKPFLK JLARIB QE>Q TF
P@OFMQP QL FKQBOC>@B TFQE @O>PE

PyKdump Framework (Python scripting for crash)

IV*FARIMTOFQQBK ?V IBU>KAOB 2FALOBKHL BJ?BAP > /VQELK FKQBOMOBQ
IL>A>?IB @O>PE BUQBKPFLK PL VLR @>K @OB>QB /VQELK P@OFMQP QL E
CLIILTFKD PB@QFLKP TB TFIlI PELT ELT /V*ARJM @>K EBIM BUQO>@Q FKCL
@E>1IBKDB JBJLOV P>JMIB


http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_foreach_files.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_foreach_net.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mount.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mount_files.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_log.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_swap.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mach.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mod.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev_p.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev_i.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_kmem_i.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_kmem_V.txt
http://sourceforge.net/projects/pykdump

IV*ARIJM FK@IRABP > MOLDERbDO GPHEE®E @>K ?B RPBA QL BUQO>@Q > ILQ L
KBQTLOH OBI>QBA FKCLOJ>QFLK ?BVLKA TE>Q FP >S>FI>?IB FK QEB @O>PE
JV*ARIJM >KA QEB UMLOQPELT MOLDO>J @>K >IPL ?B RPBA QL BUQO>@Q FJ
COLJ QEB @E>IIBKDB P>JMIB

KB LC QEB CFOPQ QEFKDP TB @>K AL FP BUQO>@Q ABQ>FIBA FKCLOJ>QFL
FKQBOC>@BP 3EFP >IILTP RP QL BUQO>@Q FKCLOJ>QFLK PFJFI>0O QL QE>!
@LJI>KA FC@LXEFDFP RPBCRI CLO BUQO>@QFKD QEB PQ>QB LC QELPB Fl
QFJBP PFK@B QEBV J>V E>SB QO>KPJFQQBA LO OB@BFSBA M>@HBQP >KA
MOLJFP@RLRP JLAB%OLKL@EFP TB @>K >IPL @LKCFOJ QE>Q QEB (/ >AAOBP
FKQBOC>@B FP TEF@E @>K EBIM >P TB >K>IVWB QEB M@>M A>C

@O>PE UMLOQPELT FS
LRQMRQ

APFKD UMLOQPELT TB @>K >IPL BUQO>@Q FKCLOJ>QFLK COLJ QEB FKQBO
RPBCRI QL ABQBOJFKB LQEBO PVPQBJP QE>Q J>V KBBA QL ?B FKSBPQFD>C(
1/ @>@EB E>P ?BBK J>KFMRI>QBA FK >KV T>V

@O>PE UMLOQPELT >OM
LRQMRQ

6B @>K >IPL BUQO>@Q QEB FKQBOK>I OLRQFKD Q>?IB QL ABQBOJFKB FC Q
J>KFMRI>QBA FK >K >QQBJMQ QL OBAFOB@Q QO>CCF@

@O>PE UMLOQPELT O
LRQMRQ

6EFIB LK QEB QLMF@ LC I>VBO OLRQFKD TB @>K >IPL RPB UMLOQPELT Q
>|PL HKLTK >P QEB CLOT>OAFKD FKCLOJ>QFLK ?>PB %(! LK +FKRU 3EFP
OLRQFKD BKQOFBP >KA FP @LKPRIQBA ?BCLOB3ERPKDBQ@ -ERRBLREFRD Q>
FKCLOJ>QFLK QL ABQBOJFKB LQEBO J>@EFKBP QEB PVPQBJ T>P @LJJRKFC
PFDKP J>KFMRI>QFLK %LO BU>JMIB QEB OLRQB @>@EB CLO QEB @E>IIBKL
PRPMB@QBA PVPQBJ MOBSFLRP @LJJRKF@>QBA TFQE QEB CLI
3EB
>AAOBPP @LOOBPMLKAP QL QEB >AAOBPP TEBOB QEB WFM CFIBP T>P ?BFK

@O>PE UMLOQPELT OQ@>@EB
LRQMRQ

LT @LKQFKRFKD QL JLSB RM QEB PQ>@H TB @>K >IPL RPB UMLOQPELT QL
QEB LMBK PL@HBQP P PBBK FK QEB CLIILTFKD OBPRIQP UMLOQPELT MOE
CLOJ>Q PFJFI>0 QBEBQPPBYQOBJIBIV RPBCRI CLO ABQBOJFKFKD ?LQE >@
@LKKB@QFLKP LO IFPQBKFKD PBOSF@BP (Q >IPL MOLSFABP > KRJ?BO LC
CFIQBOFKD QEB LRQMRQ

@O>PE UMLOQPELT >
LRQMRQ

IV*ARJM >IPL E>P MOLSFABP > @O>PEFKCL MOLDO>J QE>Q @>K MOFKQ QE|
M>0>JBQBOP PVP@QI CFIBIL@HP >KA PQ>@H PRJJ>OFBP

P VLR @>K PBB LRO M>Q@E KLT >IILTP RP QL IBSBO>DB ?LQE QEB 1BA '>(
IV*ARJM QL BUQO>@Q > ILQ LC S>IR>?IB FKCLOJ>QFLK COLJ QEB JBJLOV P


http://pykdump.wiki.sourceforge.net/xportshow
http://www.4tphi.net/%7Eawalters/dfrws2008/output/pykdump_xportshow_iv.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/pykdump_xportshow_arp.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/pykdump_xportshow_r.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/pykdump_xportshow_rtcache.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/pykdump_xportshow_a.txt

3EB DL>I LC LRO CROQEBO ABSBILMJBKQ BCCLOQP TBOB QL IBSBO>DB QEB
ABSBILMFKD KBT QLLIP >KA QB@EKFNRBP QE>Q >0OB >MMIF@>?IB QL >K BS
PVPQBJP >KA CLOBKPF@ @E>IIBKDBP QE>K GRPQ QBEBABRRDDFKD +FKRU F
PB@QFLKP TFIl ABP@OF?B ELT TB >AAOBBPBA) O E®B IDME KPPR ROKDB
SLI>QFIB JBJLOV >0QFC>@Q BUQO>@ GBLRFRIQFIFIQWKFO@RBPLBOIHT TB >0B
>AAFKD PRMMLOQ QL 5LI>QFIFQV QE>Q TFIlI >IILT VLR QL ORK VLRO /V*ARJ
QO>KPM>0OBKQIV BSBK TEFIB TLOHFKD!VK BSBRKAOLFIPDELIAOQFIFQV LRO BC
CLO @LJ?FKFKD JRIQFMIB A>Q> PLRO@BP TFIl KLQ ?B IFJFQBA QL > M>0OQF

Volatility

5LISQFIFQV FP >K LMBK PLRO@B JLARI>O CO>JBTLOH TOFQQBK FK /VQELK
>OQFC>@QP COLJ >@NRFOBA P>JMIBP LC SAOLQFAB PVAPKQBBMBBLRWVQ T>P

ABPFDKBA QL ?B > JLARI>O >KA BUQBKPF?IB CO>JBTLOH CLO >K>IVWFKD P
JBJLOV Q>HBK COLJ > S>OFBQV LC LMBO>QFKD PVPQBJP >KA E>OAT>0B MI
%O>JBTLOH ?RFIAP RMLK OBPB>0@E TB5MBOQCII&EIMA3t KGEF] B

MOBSFLRP SBOPFLKP LC QEB CO>JBTLOH CL@RPBA LK QEB >K>IVPFP LC 6F
> M>0Q LC QEFP @E>IIBKDB TB TFIl ABJLKPQO>QB ELT FQ @>K ?B B>PFIV >
3EFP @E>IIBKDB >IPL >IILTBA RP QL J>HB RPB LC QEB MLTBOCRI KBT CB>0Q
QL 5LI>QFIFQV

3EB MLTBO LC 5LI>QFIFQV FP ABOFSBA COLJ ELT FQ E>KAIBP QEB >?PQO >
>K>IVPFP TFQEFK FQ P PLCQT3EFP >D@FERIEE@IRRIEB FP AFSFABA FKQL QEO
@LIJMLKBKQ AAOBPP 2M>@BP .?GB@QP >KA /OLCFIBP >KA #>Q> 5FBT ,LA

Address Spaces

AAOBPP PM>@BP >0OB FKQBKABA QL PFJRI>QB O>KALJ >@@BPP QL > IFKB>
>SAAOBPP PM>@B JRPQ MOLSFAB ?LQE > OB>A CRK@QFLK >KA > CRK@QFLK
OBDFLK FP >@ @@ FPFQEBOLRDE QEB RPB LC >AAOBPP PM>@BP QE>Q 5LI>QF
PRMMLOQ CLO > S>OFBQV LC CFIB CLOJ>QP > 3% B/RBL @B50PR PP >PONDEF DB @ QF
>IPL ABPFDKBA QL ?B PQ>@H>?IB TEFIB J>FKQ>FKFKD QEB >?FIFQV QL E>S
QEB P>JB A>Q> QEOLRDE AFCCBOBKQ QO>KPCLOJ>QFLKP (K LOABO QL >K:
P>JMIB TB J>HB RPB LC ?LQE QEB %FIB AAOBPP2M>@B >KA QEB ( M>DB
PM>@B ( />DBA,BJLOV QE>Q >OB >IPL RPBA CLO 6FKALTP JBJLOV >K>IVF

Objects and Profiles

.?GB@QP OBCBO QL >KV A>Q> QE>Q FP CLRKA TFQEFK >K >AAOBPP PM>@B
KBT L?GB@Q JLABI FK@IRABA FK TEF@E T>P RPBA FK QEB PLCQT>0B C
PRMMLOQP J>KV LC QEB PBJ>KQF@P LC QEB " MOLDO>JJFKD I>KDR>DB 5L|
ABCFKB QELPB L?GB@BBELOKSIYWFKD >K +FKRU P>JMIB QEB MOLCFIB @>K
>RQLJ>QF@>11V DBKBO>QBA COLJ QEB PLRO@B @LA® LG QBR RDDFKBKDHBC L
TB TFIl ?B RPFKD > MOLCFIB DBKBO>QBA CLO QEBB >IPL FK @IRAB QEBI
2VPQBJ J>M >P > @LJMLKBKQ LC QEB MOLCFIB >P TBII

Data View Modules

#>Q> SFBT JLARIBP MOLSFAB >IDLOFQEJP QL CFKA TEBOB QEB A>Q> FP IL¢
JBQELAP RPBA QL @LIIB@Q A>Q> LO L?GB@QQPQECPIGXEH IBKDBIBB @OB>QB
KBT A>Q> SFBT JLARIBP QL C>@FIFQ>QB >K>IVPFP LC +FKRU P>JMIBP 3EB
ABP@OF?B B>@E LC QEB KBT JLARIBP QE>Q T>P @OB>QBA 3EBPB KBT JLA
QEB KBT MIRDD>?IB >~O@EFQB@QROB FK@IRABA FK 5LI>QFIFQV 3EFP >I
>AABA TFQELRQ OBNRFOFKD >KV @E>KDBP QL PLRO@B @LAB


https://www.volatilesystems.com/default/volatility
http://www.blackhat.com/presentations/bh-dc-07/Walters/Paper/bh-dc-07-Walters-WP.pdf
http://www.4tphi.net/fatkit/

Strings

P TB JBKQFLKBA MOBSFLRPIV LKB LC QEB JLPQ @LJJLK CLOJP LC >K>IVP]
P>JMIB LC MEVPF@>1 JBJLOV FP QL ILLH CLO PBNRBK@BP LC MOFKQ>?IB @
QEB PQOFKDP @LJJ>KA 3ERP FQ FP EBOB QE>Q TB TFIlI ?BDFK LRO AFP@
JBJLOV RPFKD 5LI>QFIFQQYEB J>GLO IFJFQ>QFLKP TFQE OBIVFKD LK QEFP .
>K>IVPFP >ILKB FP QE>Q FQ FP > GER®BRA® RFOBMBVPEOB@EP QEB P>JMIB LC
JBJLOV >P > ?FD ?IL@H LC A>Q> %LO BU>JMIB TEFIB OBSFBTFKD QEB PQC
>OB >?1B QL CFKA PQOFKDP@JBU>ERAEG PAUBRFFABKQ FK JBDLAVQEBPB

@LJIJ>KAP TB @>K PBB QE>Q PLJBLKB LK QEB PVPQBJ >QQBJMQBA QL @LM"
>KA /@>M CFIBP COLJ >KA >AJFK PE>OB JKQ EDCP AJFK=PE>OB QL > QB
MLFKQ QEBV >QQBJMQBA QL AFP@LSBO FC > SRIKBO>?IB SBOPFLK LC QEB
ORKKFKD LK QEB PRBPP\QBEBK MOL@BBABA QL ALTKIL>A >KA BUB@RQB > MO
BP@>I>QFLK BUMILFQ COLJ QEB JBQ>PMILFQ MOLGB@Q FKQBKABA QL D>Fk

(K >K >QQBJMQ QL >AA JLOB @LKQBUQ QL QEBPB QVMBP LC PQOFKDP TB @
IFKPQOFKDP TEF@E MOLSFABA QEB BNRFS>IBKQ CRK@QFLKSEF®V QL 5L1>C
SIILTP RP QL J>M QEB PQOFKDP BUQO>@QBA COLJ QEB JBJLOV P>JMIB ?>@
SFOQR>I >AAOBPP >KA >PPL@EFP BAMMAKDBPP >@@LJMIFPEBA ?V T>IHFKD
>AAOBPP QO>KPI>QFLK Q>?IBP >KA ABQBOJFKFKD TEF@E MOL@BPPBP E>P
MEVPF@>| M>DB TEBOB QEB PQIOPRKEB FFKR@ SBEPFLK TB LKIV @LKPFABO Q
I>KA >AAOBPP PM>@B

MVQELK SLI>QFIFQV IFKPQOFKDP C @E>IIBKDB JBJ M MOLCFIBP = = = =

@BKQLP Bl QVMBP MV P MOLCFIBP = = = = =Bl
2VPQBJ J>M Bl 2 @E>IIBKDB PQOFKDP ACOTP=PQOFKDP=J>M
LRQMRQ

Examples of interesting strings
IEVPF@>I .CCPBQ :/FA 5FOQR>1 AAOBB®PEKD

c> < EQQM
?2 AA < Q>0 WMUSC UJLARIBM>QE QDW

TDBQ EQQM JBQ>PMILFQ @LJ RPBOP
EAJ QLLIP UJLARIBM>QE QDW

PQBSBS DLIACFKDBO Y< @M JKQ ED
PLCQT>0B UCBO MI

?7?7? < UCBO MI > O@EFSB WFM

WFM >O@EFSB WFM JKQ EDCP
AJFK=PE>0OB >@@Q=MOBJ UIP JKQ

? B? <

?
@ < EDCP AJFK=PE>0B ALJ>FK UIP JKQ
EDCP AJFK=PE>0B CQM M@>M
c < 'PQBSBS DLIACFKDBO Y< 0OJ UCBO MI
?2 B < OLLQ PE
> BCs < BUMLOQ

EQQM=MOLUV EQQM

3EB >?FIFQV QL J>M QEBPB PQOFKDP ?>@H QL QEBFO OBPMB@®®FSB MOL@
@>K @>K PBB QE>Q QE>Q >Il QEB PQOFKDP FK QEB MOBSFLRP Q>?IB TBOB
TFQE > 4(# LC TEF@E FP QEB 4(# CLO RPBO PQBSBS 2QBSB 5LDLK


http://www.4tphi.net/%7Eawalters/dfrws2008/output/strings_a13000.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/dfrws_strings_mapped.tar.gz

Interesting files found in memory

/etc/passwd

F R

/etc/group

linident/lindatetime

3EB IFKFABKQ JLARIB FP RPBA QL MOLSFAB S>IR>?IB FKCLOJ>QFLK >?LRQ
P>JMIB T>P >@NRFOBEAFERAULARIB MOLSFABP PFJFI>O0 FKCLOJ>QFLK QL QEB
@LJIJ>KA ?RQ FQ E>P ?BBK >RDJBKQBA QL FK@IRAB QFIJBWLKB FKCLOJ>QFI
RPBCRI AROFKD QBJMLO>1 OB@BBKQQOREIQEBKCLIILTFKD LRQMRQ QEB IL@>
CLO QEB PVPQBJ T>P &,3 (Q >IPL MOLSFABP QEB &,3# 3$ @LOOBPMLKAFK

T>P >@QNRFEBA@ROOBKQ QFJB >KA QFJBWLKB FKCLOJ>QFLK @>K >IPL ?B L
IFKA>QBQFJB JLARIB >P TBII

MVQELK SLI>QFIFQV IFKFABKQ M WELCHBBPB IBJ = = =Bl
@BKQLP BI QVMBP MV P MOLCFIBP = = = = =Bl
2VPQBJ J>M Bl J>M

LRQMRQ

linps

6B >IPL MOLSFAB > JLARIB QE>Q TFIl BUQO>@Q TE>Q MOL@BPPBP TBOB OF
TEBK QEB P>JMIB T>P >@NRFOBA 6B E>SB >RDJBKQBA QEFP QL >IPL FK@]1
MOL@BPP LTKHEROLIJ?FKFKD QEFP TFQE QEB PQOFKDP QL MOL@BPP J>MMFKD
IFKPQOFKDP TB >0OB >?IB QL >QQOF?RQB QELPB %IQ®BKDBEMIB 2\WM>0QF@RI:
@LOOBI>QFKD TFQE QEB BKSFOLKJBKQ FKCLOJ>QFLK MOBSFLRPIV AFP@RF
>S>FI>?IB TB HKLT >KV MOL@BPP TFQE 4(# @>K ?B >6BOFPRQBA QL RP
HKLT QE>Q >KV PQOFKDP J>MMFKD QL QELPB MOL@BPP >0B @LKKB@QBA C

MVQELK SLI>QFIFQV IFKMP C @E>IIBKDB JBJ M MOLCFIBP = =

= = = = =B
@BKQLP BI QVMBP MV P MOLCFIBP = = = = =B
2VPQBJ J>M Bl
LRQMRQ
linpsscan

6B E>SB >IPL FK@IRABA IFKMPP@>K TEF@E J>HBP RPB LC QEB 5LI>QFIFQV
4KIFHB IFKMP TEF@E QO>SBOPBP QEB LMBO>QFKD PVPQBJ A>Q> PQOR@QF
TBOB ORKKFKD LK QEB PVPQBJ QEFP JLARIBP MBOCLOJP > IFKB>0 P@>K L
P>JMIB TEFIB PB>O@EFKD CLO Q>PH=PQOR@Q L?GB@QP TEF@E FQ QOB>Q
3EBPB @LKQO>FKQP TBOB >RQLJ>QF@>11V ABSBILMBA ?V P>JMIFKD S>IFA «
JBJLOV P>JMIB 3EB ?BKBCFQP >PPL@F>QBA TFQE QEFP QB@EKFNRB @>K
MOBSFLRP JLARIB IFKMP T>P LKIV >?IB QL BKRJBO>QB TEFIB IFKMPP@

QEB MEVPF@>1 >AAOBPP PM>@B 6B E>SB >IPL FK@IRABA QEB 4(# PL B>@E
J>MMBA ?>@H QL > RPBO

MVQELK SLI>QFIFQV IFKMPP@>K C @E>IIBKDB JBJ M MOLCFIBP = = = =


http://www.4tphi.net/%7Eawalters/dfrws2008/output/etc_passwd.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/etc_group.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linident.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linps.txt

@BKQLP Bl QVMBP MV P MOLCFIBP == == =B
2VPQBJ J>M Bl

LRQMRQ

linmemdmp

6B >IPL @OB>QBA > JLARIB @>IIB¥ FPKJBARIB >RQLIJ>QF@>11V OB?RFIAP QE
>AAOBPP PM>@B CLO > PMB@FCFBA MOL@BPP >KA ARJMP FQP BKQFOB >AZ2
CROQEBO >K>IVPFP 3EFP @>K ?B BUQOBJBIV RPBCRI FC VLR >0OB >QQBJM¢
HBVP FB 22+ LO VLR T>KQ QL >AA PLJB @LKQBUQ QL VLRO PQOFKD PB>0¢
ARIJMBA @>K ?B PMB@FCFBA ?V BFQEBO > /(# | LO Q>PH=PQOR@Q MEVPF
ABMBKAFKD LK TEBQEBO FQ T>P AFP@LSBOBA TFQE IFKMP LO IFKMPP@>K

MVQELK SLI>QFIFQV IFKJBJAJM C @E>IIBKDB JBJ M MOLCFIBP = = = =

@BKQLP BI QVMBP MV P MOLCFIBP = = = = =Bl
2VPQBJ J>M B
linpktscan

6B >IPL @OB>QBA > IFKMHQP@>K JLARIB QE>Q MBOCLOJP > IFKB>0 P@>K |
JBJLOV ILLHFKD CLO JBJLOV OBPFABKQ KBQTLOH M>@HBQP 3EFP JLARIB .
5LI>SQFIFQV DBKBOF@ P@>KKFKD CO>JBTLOH QL ABP@OF?B KBQTLOH M>@!|
FQBJP 3EB @ROOBKQ FIJMIBJBKQ>QFLK @LKPQO>FKP QEB PLRDEQ >CQBO
M>@HBQP TFQE > EB>ABO LC JFKFJRJ IBKDQE QE>Q E>P XKBQEBO(/ EB>ABO
KF@B CB>QROB LC QEFP JLARIB FP QE>Q FQ >IPL >IILTP QEB FKSBPQFD>Q
COLJ JBJLOV >KA TOFQB QEBJ QL > M@>M CFIB QE>Q @>K QEBK ?B FIJMLOC
M>@HBQ >K>IVPFP QLLI FB 6FOBPE>OH

MVQELK SLI>QFIFQV IFKMHQP@>K C @E>IIBKDB JBJ M MOLCFIBP = = =

@BKQLP Bl QVMBMOGIVCFIBP == == =BI
2VPQBJ J>M Bl
LRQMRQ

4PFKD QEFP JLARIB LK QEB JBJLOV P>JMIB MOLSFABA FK QEB @E>IIBKDB
QE>Q QEB PVPQBJ E>A OB@BKQIV @LJJRKF@>QBA TFQE QEB CLIILTFKD (/ :
.C M>0QF@RI>0 FKQBOBPQ >0OB QEB M>@HBQP ?B
>AAOBPBEFP T>P QEB >AAOBPP TEBOB QEB WFM CFIB T>P BUCFI(
@LLHFBP !V RPFKD IFKMHQP@>K TB >0OB >?IB QL CFKA >KA BUQO>@Q JBJL
@LLHFBP @LKQ>FKFKD M>0OQP LC QEB BUCFIQO>QBA A>Q> 3ERP TB >0OB >
M@>M CFIBP ?>@H QL QEB PVPQBJ

K >KLQEBO FKQBOBPQFKD KLQB TB >OB >IPL >?IB QL BUQO>@Q %3/ M>@

>KA 3EBPB JBJLOV OBPFABKQ M>@HBQP TBOB M>0Q LC QEB C
T>P BUCFIQGBERBAB HKLT QE>Q >Q PLJB MLFKQ QEFP CFIB T>P IL>ABA FKQ
PVPQBJ

linvm

3EFP JLARIB TFIl AFPMI>V QEB SFOQR>I JBJLOV J>MMFKDP CLO B>@E MOL
FKCLOJ>QFLK >K>ILDLRP QL QE>Q QVMF@>I1V CLRKA ?V QEB J>MP CFIB FK
MOL@BPPFP @>K ?B BUQOBJBIV RPBCRI CLO ABQBOJFKFKD TEF@E CFIBP J:
2V > MOL@BPP >KA TEBOB QEBV @>K ?B CBERR BPXETFK BBQIOBUBIV EBIMCR
CLO ABQBOJFKFKD ELT QEB >AAOBPP PM>@B FP ?BFKD RPBA 6B E>SB >IPlL
QL FK@IRAB FKCLOJ>QFLK >?LRQ QEB @LAB A>Q> >KA PQ>@H OBDFLKP L


http://www.4tphi.net/%7Eawalters/dfrws2008/output/linpsscan.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linpktscan.txt

PM>@B FK @>PB >K FKSBPQFD>QLO T>KQP QL BUQO>@Q QEBJ COLJ JBJLO)

MVQELK SLI>QFIFQV IFKSJ C @E>I1IBKDB JBJ M MOLCFIBP = = = =

= = = = =Bl
@BKQLP BI QVMBP MV P MOLCFIBP = = = = =B
2VPQBJ J>M Bl
LRQMRQ
linsockets

6B E>SB >IPL FK@IRABA > JLARIB IFKPL@HBQP TEF@E @>K ?B RPBA QL BU
B>@E Q>PH P LMBK PL@HBQP P MOBSFLRPIV JBKQFLKBA QEFP @>K ?B RP
QEBOB >0OB >KV LMBK @LKKB@QFLKP TFQE LQEBO PVPQBJP LO FC QEB PVF
RKBUMB@QBA MLOQP >KA FC PL TEF@E MOL@BPP FP OBPMLKPF?IB

MVQELK SLI>QFIFQV IFKPL@HBQP C @E>IIBKDB JBJ M MOLCFIBP = =

@BKQLP BI QVMBP MV P MOLCFIBP = = = = =B
2VPQBJ J>M Bl

LRQMRQ

linfiles

6B >OB >IPL >?I1B QL BUQO>@Q QEB LMBK CFIBP >PPL@F>QBA TFQE QEB @
MOBSFLRPIV JBKQFLKBA QEFP @>K LCQBK MOLSFAB S>IR>?IB IB>AP QL Q>
FKQBOBPQ TEBK AB>IFKD TFQE I>ODB AFPH FJ>DBP

MVQELK SLI>QFIFQV IFKCFIBP C @E>IIBKDB JBJ M MOLCFIBP = =

= = = = =]
@BKQLP BI QVMBP MV P MOLCFIBP = = = = =B
2VPQBJ J>M Bl
LRQMRQ
linmodules

3EB CFK>| JLARIB TEF@E TB E>SB FK@IREBR FFPIIFKOEKRIBPPF@ FKCLOJ>Q
>?LRQ QEB @ROOBKQIV IL>ABA 3FF®KBIIUTRRIMBFEKSBPQFD>QLO QL ABQBOJF

SKVLKB J>V E>SB >QQBJMQBA QL IL>A > HBOKBI JLARIB QL AVK>JF@>I1V @
QEB HBOKBI

MVQELK SLI>QFIFQV IFKJLARIBP C @E>IIBKDB JBJ M MOLCFIBP = =

@BKQLP Bl QVMBP MV P MOLCFIBP == == =B
2VPQBJ J>M Bl
LROMRQ

P VLR @>K PBB 5LI>QFIFQV MOLSFABP > MLTBOCRI PLCQT>0B >O@EFQB®@
B>PFIV >A>MQBA QL TE>QBSBO QVMB LC E>OAT>0OB LO LMBO>QFKD PVPQBJ
>K>IVWB (Q >IPL MOLSFABP BUQOBJBIV RPBCRI /(P >KA IF?0>0FBP QE>Q
@OB>QB KBT JLARIBP QL PRMMLOQ QEBFO FKSBPQFD>QFLKP >KA QL B>PFI
@LIIB>DRSBP>0B >IPL CFKFPEFKD RM @LAB QE>Q TFII >IILT VLR QL ORK /V*
QO>KPM>0BKQIV TFQEFK ?LQE @WLPEBOO>AISI>IQE+PBVLC 5LI>QFIFQV FP QE:
>IILTP QEB >K>IVPQ MBOCLOJ QEBFO FKSBPQFD>QFLKP LK >KV LMBO>QFKE
JVQELK 3ERP TB ?BIFBSB QE>Q 5LI>QFIFQV >IILTP RP QL >@EFBSB LRO DL
TLOH FK HBOKBI AB?RDDFKD TEFIB ?BFKD >MMIF@>?1B QEK>PIL>A O>KDB |

5LI>QFIFQV FP @ROOBKQIV FKQBDO>QBA FKQL > KRJ?BO LC >K>IVPFP CO>.
>KA /IV%I>D


http://www.4tphi.net/%7Eawalters/dfrws2008/output/linvm.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linsockets.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linfiles.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/linmodules.txt

PyFlag Memory Analysis

IV%I>D E>P LCCF@F>11V PRMMLOQBA JBJLOV CLOBKPF@P PFK@B FQ P FKQ
LC 3ERP >IILTFKD >K FKSBPQFD>QLO QL @LOOBI>QB AFPH FJ>DBP ILD
>KA JBJLOV P>JMIBP >Il TFQEFK >K FKQRFQFSB FKQBOC>@B (Q T>P >IPL C
PRMMLOQ >K>IVPFP LC JBJLOV P>JMIBP PQLOBA FK BFQEBO $6% LO %% Cl
@E>IIBKDB TB E>SB BUQBKABA QE>Q FKQBDO>QFLK PL QE>Q FQ KLT E>P Q
>K>IVPFP LC ?LQE +FKRU >KA 6FKALTP JBJLOV P>JMIBP >KA @>K IBSBO>DE
CRK@QFLK>IFQV LC 5LI>QFIFQV 3EB OBPQ LC QEFP PB@QFLK TFIlI AFPC
JBJLOV >K>IVPFP COLJ TFQEERP BV ®BBA@EKFNRBP TFIl 2B ABJLKPQO>QBA LK
JBJLOV P>JMIB FK@IRABA FK QEB @E>IIBKDB @E>IIBKDB JBJ

(K LOABO QL >K>IVWB > JBJLOV P>JMIB TFQE /V%I>D QEBEFPIMRB JRPQ ?B
>S@@LIJMIFPEBA ?V @ELLPFKD QEB +L>A (. #>Q> 2LRO@B JBKR FQBJ CLRKA
3>? >Q QEB QLM LC QEB P@OBBK Q QEB +L>A (. #>Q> 2LRO@B M>DB PBQ
2R?PVPQBJ QL PQ>KA>O0A >KA IB>SB QEB $SFABK@B 3FJBWLKB QL 2823$%,
(. #>Q> 2LRO@B M>DB LK@B >D>FK PBQ QEB 2BIB@Q (. 2R?PVPQBJ QL 20Q
$SFABK@B 3FJBWLKB QL 2823$%, #BMBKAFKD LK TEBQEBO VLRO FJ>DB @>
QEB 5FOQR>I1 %FIB 2VPQBJ @IF@H BFQEBO QEB CFKDBO MLFKQFKD QL QEI
OBPMB@QPSHIKD >I0OB>AV IL>ABA QEB BSFABK@B CFIB TB TFIl PB>O@E CL
P>JMIB TFQEFK QEBRP%?B @IF@H LK QEB RUQREGPIMBGKQ TB TFIl ?B MOBPBK
TFQE > Q>?IB IFPQFKD >11 QEB(K RIBRBIOKQQEBFIA2QEB CFIB TB >OB ILLHFKD
@E>IIBKDB JBJ TB @IF@H QEB CRKKBI FK QEB RMMBO IBCQ E>KA @LOKBO
>IILT RP QL CFIQBO QEBEB®FBQBO 3>?IB MLM RM P@OBBK QVMB %FIBK>JB
@E>IIBKDB FKQL QEB 2B>0@E O0RBEK AGFAFI@B DEB PR?JFQ ?RQQLK >Q QEB
Q QEFP MLFRELWRILR PBB LRO P>JMIB FK QEB Q>?IB CQBO @ELLPFKD QEB
OBQROKBA QL QEB +L>A (. #>Q> 2LRO@B M>DB %FIl FK QEB $KQBO M>O0QF
WBOL >KA QEB 4KFNRB #>Q> +L>A (# ?LU TFQE JBJ

Load 10O Data Source

select [ Subsystem

Evidence Timezone

Currently Selected files

Unique Data Load ID Imem

Submit |

-LT @IF@H QEB 2R?JFQ ?RQQLK FK QEB ILTBO IBCQ &> T@LOKBD ABC QEB T
?0LRDEQ QL QEB +L>A %FIBPVPQBBOFCIYBQP@OBER ">PB S>IRB FP PBQ (




>KA QEB 2BIB@Q (. #>Q> 2LRO@B J>Q@EBP QEB S>IRB VLR BKQBOBA CLO
LK QEB MOBSFLRRBPHEKOBB® QEB $KQBO %FIBPVPQBJ QVMB AOLM ALTK QL
>KA @ELLPB > JLRKQ MLFKQ FB JBJJKQ CLO QEB 5%2 ,LRKQ /LFKQ BKQO

Load Filesystem image

Cage: Idfrws -
Zelect IO DataSourcelmem |

IMagic identifies this file as: data

Enter Filesystern type | Linux Memory ~|

WVES Mount Point: Imemmnt

Submit |

-BUQ @IF@H QEB 2R?JFQ ?RQQLK >Q QEB ILTBOQI REF FE ¥ A KC QEB PRPIOBS |
MOLJMQBA QL @ELLPB > 5LI2GFBRQY EBLCFES = = =Bl /OLCFIB COLJ QE
AOLM ALTK JBKR >KA @IF@H QEB 2R?JFQ ?RQQLK >D>FK -BUQ VLR TFIl ?B
AOLM ALTK JBKR QL PBIB@Q > 2VJ?LI ,>M 2BIB@Q 2VPQBJ J>M |
QEB AOLM ALTKP

Load Filesystem image

Cage: Idfmrs |
Select 10 DataSourcelmem -

Iagic identifies this file as: data

Enter Filesystem type | Linux Memory ~|

VES Mount Point: Imemmnt

Profile | 2_6_18-8_1_15_el5 ~|

Symbol Map | Systern.map-2.6.18-8.1.15.el5.map : *|
Submit |

.K@B QEB 2VPQBJ ,>M FP PBIB@QBA PBIB@Q QEB 2R?JFQ ?RQQLK LK QEB
>D>FK Q QEFP MLFKQ FQ TFIlI ?BDFK QL IL>A QBEEFNIBEFKGKRPEBRVPQ|
IL>AFKD VLR TFIl OBQROK QL QEB !OLTPFKD 5FOQR>I %FIBPVPQBJ TFKAL"



JLRKQBA >Q QEB PMB@FCFBA 5%2 ,LRKQ /LFKQ TEF@E FK LRO BU>JMIB F
LRO JBJLOV P>JMIB E>P ?BBK IL>ABA VLR @>K >@@BPP QEB A>Q> QEOLRD
FKQBOC>@B LO QEOLRDE QEB ,BJLOV %LOBKPF@P JBKR FQBJ >Q QEB QL

Browsing Virtual Filesystem

Tree View | TableView |

i
[l mernmmnt — :
o D @By X5 + Ehd @
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Conclusions

3EB #%162 @E>IIBKDB FP > SBOV MO>@QF@>| BU@BO@FPB TFQE > P@E
OBIBS>KQ QL > QVMF@>! FK@QFABKQ OBPMLKPB FKSBPQFD>QFLK 3EB @E>I
LC CLOBKPF@ FKCLOJ>QFLK TEF@E QL A>QB E>P KLQ ?BBK ABP@OF?BA QE
K>JBIV IFKRU JBJLOV CLOBKPF@P >KA KBQTLOH CLOBKPF@ >K>IVPFP 3L Q
E>SB ?BBK ABSBILMBA FK /V%I>D >KA 5LI>QFIFQV QL >AAOBPP QEBPB BJBC
MOBPBKQBA ELT QLLIP PR@E >P /V%I>D @>K FKQBDO>QB AFCCBOBKQ CLOE
FP ?BKBCF@F>I QL QEB LSBO>Il FKSBPQFD>QFLK CLO BU>JMIB M>DB OBK
>P TBIl >P COLJ KBQTLOH A>Q> PLRO@BP LO ?LQE

6B >IPL P>T ELT /IV%I>D @>K DBKBO>QB BIB@QQOLKF@ ?OFBCP LC BSFABK@
RPBCRI CLO PE>OFKD QEB CLOBKPF@ CFKAFKDP TFQE IBD>1 QB>JP >KA QE
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