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Results of forensic analysis

Timeline
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What relevant user activity can be reconstructed from the data
and what does it show?
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Is there evidence of inappropriate or suspicious activity on the
system related to the user?
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Is there evidence of collaboration with an outside party? If so,
what can be determined about the identity of the outside
party? How was any collaboration conducted?
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Is there evidence that sensitive data was copied? If so, what
can be determined about that data and the manner of transfer?
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DFRWS Challenge walk through
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�(�K���L�O�A�B�O���Q�L���B�U�Q�O�>�@�Q���Q�E�B���B�U�C�F�I�Q�O�>�Q�B�A���>�Q�Q�>�@�E�J�B�K�Q���T�B���K�B�B�A���Q�L���T�O�F�Q�B���L�R�O���L�T�K���@�R�P�Q�L�J���P�@�O�F�M�Q�����6�B
�K�B�B�A���Q�L���L�?�Q�>�F�K���Q�E�B���2�0�+���R�P�B�A���Q�L���D�B�K�B�O�>�Q�B���Q�E�B���Q�>�?�I�B���?�V���@�I�F�@�H�F�K�D���L�K���Q�E�B�����2�0�+���R�P�B�A�����Q�L�L�I�?�>�O
�F�@�L�K�����6�B���Q�E�B�K���T�O�F�Q�B���>���P�F�J�M�I�B���M�V�Q�E�L�K���P�@�O�F�M�Q���Q�L���O�B�S�B�O�P�B���Q�E�B���B�K�@�L�A�F�K�D��

1 import pyflag . DB as DB
2
3 sql = """
4 select `inode`.`mtime` as `Modified`,
5 `http`.`url` as `URL`, `http`.`status` as `Status`,
6 `http_parameters`.`key` as `Parameter`,
7   `http_parameters`.`value` as `Value`
8 from inode join `http` on `inode`.inode_id = `http`.inode_id
9 join `http_parameters` on `inode`.inode_id = `http_parameters`.inode_id

10 where ((1) and (`http_parameters`.`key` = 'RMID'
11 or `http_parameters`.`key` = 'CVal'
12 or `http_parameters`.`key` = 'Sessid'))
13 order by `inode`.`mtime` asc;
14 """
15 dbh = DB. DBO( "dfrws" )
16 dbh . execute ( sql )
17 last = ''
18 result =''
19 for row in dbh :
20 if row [ 'Value' ] != last :
21 last = row [ 'Value' ]
22 result += last
23
24 open ( "/tmp/output.zip" , "w" ) . write ( result . decode ( "base64" ) )

�3�E�B���2�0�+���P�Q�>�Q�B�J�B�K�Q���T�>�P���L�?�Q�>�F�K�B�A���C�O�L�J���Q�E�B���&�4�(���F�Q�P�B�I�C�����?�V���@�I�F�@�H�F�K�D���Q�E�B���P�E�L�T���2�0�+���F�@�L�K�	�����T�B
�G�R�P�Q���B�U�B�@�R�Q�B���F�Q���>�K�A���F�Q�B�O�>�Q�B���L�S�B�O���>�I�I���O�L�T�P�����6�B���K�B�B�A���Q�L���Q�>�H�B���F�K�Q�L���>�@�@�L�R�K�Q���Q�E�>�Q���P�L�J�B���O�L�T�P���>�O�B
�D�B�K�B�O�>�Q�B�A���A�R�B���Q�L���>���O�B�A�F�O�B�@�Q�����@�>�R�P�F�K�D���Q�E�B���@�I�F�B�K�Q���Q�L���O�B�F�P�P�R�B���Q�E�B���O�B�N�R�B�P�Q���Q�L���>�K�L�Q�E�B�O���4�1�+�����T�F�Q�E
�Q�E�B���P�>�J�B���@�E�R�K�H��
�3�E�B�K���T�B���G�R�P�Q���L�M�B�K�������Q�J�M���L�R�Q�M�R�Q���W�F�M�����C�L�O���T�O�F�Q�F�K�D���>�K�A���A�B�@�L�A�B���Q�E�B���O�B�P�R�I�Q���F�K�Q�L���F�Q�����3�E�B���C�F�I�B���F�P
�F�K�@�I�R�A�B�A���F�K���Q�E�B���>�Q�Q�>�@�E�B�A���/�V�%�I�>�D���?�O�F�B�C��

�3�E�B���O�B�P�R�I�Q���F�P���>���W�F�M���C�F�I�B���T�E�F�@�E���@�>�K���?�B���I�F�P�Q�B�A���?�V���R�K�W�F�M��

/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_27gpb59wfv_b
/export/hdc3/borgletdata/dirs/5.prince.server.writely.5738023348/logs.5.prince.server.writely.5738023348/tmp/1215776943667-0/File?id=ddmm9hjf_27gpb59wfv_b
http://www.pyflag.net/cgi-bin/moin.cgi/DFRWS2008_Challenge_Exfiltered?action=AttachFile&do=get&target=output.zip


~/dfrws2008$ unzip -l output.zip
Archive:  output.zip

Length     Date   Time    Name
--------    ----   ----    ----

141824  12-08-07 23:19   mnt/hgfs/Admin_share/acct_prem.xls
100864  12-08-07 23:09   mnt/hgfs/Admin_share/domain.xls

2395  08-06-00 00:54   mnt/hgfs/Admin_share/ftp.pcap
--------                   -------

245083                   3 filesAna

�4�K�C�L�O�Q�R�K�>�Q�B�I�V���Q�E�B���>�O�@�E�F�S�B���F�P���B�K�@�O�V�M�Q�B�A�����6�B���R�P�B���Q�E�B���C�@�O�>�@�H�W�F�M�����E�Q�Q�M�������T�T�T���D�L�L�C���@�L�J���M�@�D��
�J�>�O�@���C�@�O�>�@�H�W�F�M���E�Q�J�I�	���M�O�L�D�O�>�J���Q�L���@�O�>�@�H���Q�E�B���W�F�M���>�O�@�E�F�S�B���R�P�F�K�D���>���A�F�@�Q�F�L�K�>�O�V��

~/dfrws2008$ fcrackzip -D -p /usr/share/dict/words /tmp/output.zip
possible pw found: rhubarb ()

Analysis of the zip file

�3�E�B���@�L�I�I�B�@�Q�B�A���C�F�I�B�P���T�B�O�B���>�K�>�I�V�P�B�A���R�P�F�K�D���P�Q�>�K�A�>�O�A���C�L�O�B�K�P�F�@���>�K�>�I�V�P�F�P�����%�F�O�P�Q���T�B���I�L�L�H�B�A���>�Q���Q�E�B
�B�U�Q�O�>�@�Q�B�A���J�B�Q�>�A�>�Q�>���R�P�F�K�D���/�V�%�I�>�D���P���@�L�J�J�>�K�A���I�F�K�B���.�+�$���J�B�Q�>�A�>�Q�>���B�U�Q�O�>�@�Q�L�O��

�M�V�C�I�>�D��python src/FileFormats/OLE2.py acct_prem.xls
� �R�Q�E�L�O�����,�>�Q�Q�E�B�T���&�B�F�D�B�O
�1�B�S�K�R�J�?�B�O������
�3�L�Q�>�I�=�B�A�F�Q�Q�F�J�B������������������������������������������
�+�>�P�Q�M�O�F�K�Q�B�A�����(�K�S�>�I�F�A���3�F�J�B�P�Q�>�J�M���$���#����������������
�"�O�B�>�Q�B�A������������������������������������������
�+�>�P�Q�P�>�S�B�A�����(�K�S�>�I�F�A���3�F�J�B�P�Q�>�J�M���$���#����������������

�(�Q���P�B�B�J�P���Q�E�>�Q���Q�E�B���A�L�@�R�J�B�K�Q���T�>�P���L�O�F�D�F�K�>�I�I�V���@�O�B�>�Q�B�A���?�V���P�L�J�B�L�K�B���B�I�P�B���K�>�J�B�A���,�>�Q�Q�E�B�T���&�B�F�D�B�O��
�6�B���O�B�@�L�J�J�B�K�A���E�B���?�B���F�K�S�B�P�Q�F�D�>�Q�B�A���>�P���>���M�L�P�P�F�?�I�B���>�@�@�L�J�M�I�F�@�B�����3�E�B���Q�F�J�B�P�Q�>�J�M�P���>�K�A���C�F�B�I�A�P
�M�O�B�P�B�K�Q���F�K���Q�E�B���C�F�I�B���>�O�B���@�L�K�P�F�P�Q�B�K�Q���T�F�Q�E���Q�E�B���C�F�I�B���?�B�F�K�D���@�O�B�>�Q�B�A���?�V���.�M�B�K���.�C�C�F�@�B�����6�B���Q�E�B�K���L�M�B�K�B�A
�Q�E�B���C�F�I�B���F�K���.�M�B�K�.�C�C�F�@�B���>�K�A���C�L�R�K�A���>���P�M�O�B�>�A�P�E�B�B�Q���T�F�Q�E���Q�E�B���E�B�>�A�F�K�D�P���4�P�B�O�K�>�J�B�����/�6�����!�>�I�>�K�@�B��
� �I�Q�E�L�R�D�E���Q�E�B�P�B���P�R�D�D�B�P�Q���Q�E�>�Q���Q�E�B�V���A�B�P�@�O�F�?�B���>���>�@�@�L�R�K�Q���K�R�J�?�B�O�P���>�K�A���M�>�P�P�T�L�O�A�P�����T�B���T�B�O�B
�P�R�O�M�O�F�P�B�A���Q�L���C�F�K�A���Q�E�>�Q���Q�E�B���>�@�@�L�R�K�Q���?�>�I�>�K�@�B���T�>�P���C�F�I�I�B�A���T�F�Q�E���1� �-�#���	�
�������������������Q�E�>�Q���F�P���>���C�R�K�@�Q�F�L�K
�T�E�F�@�E���D�B�K�B�O�>�Q�B�P���>���O�>�K�A�L�J���K�R�J�?�B�O�����(�Q�P���L�?�S�F�L�R�P�I�V���?�L�D�R�P���>�K�A���J�F�D�E�Q���F�K�A�F�@�>�Q�B���Q�E�B���2�Q�B�S�B���5���T�>�P
�C�>�?�O�F�@�>�Q�F�K�D���Q�E�B���F�Q�B�J�P���C�L�O���P�>�I�B�����Q�O�F�@�H�F�K�D���Q�E�B���?�R�V�B�O�P��

�3�E�B���P�B�@�L�K�A���U�I�P���C�F�I�B���A�L�B�P���K�L�Q���@�L�K�Q�>�F�K���>���K�>�J�B�����?�R�Q���Q�E�B���@�O�B�>�Q�F�L�K���Q�F�J�B���F�P���P�F�J�F�I�>�O���Q�L���Q�E�B���L�Q�E�B�O
�C�F�I�B��

�M�V�C�I�>�D��python src/FileFormats/OLE2.py domain.xls
�1�B�S�K�R�J�?�B�O������
�3�L�Q�>�I�=�B�A�F�Q�Q�F�J�B������������������������������������������
�+�>�P�Q�M�O�F�K�Q�B�A�����(�K�S�>�I�F�A���3�F�J�B�P�Q�>�J�M���$���#����������������

http://www.goof.com/pcg/marc/fcrackzip.html
http://www.goof.com/pcg/marc/fcrackzip.html


�"�O�B�>�Q�B�A������������������������������������������
�+�>�P�Q�P�>�S�B�A�����(�K�S�>�I�F�A���3�F�J�B�P�Q�>�J�M���$���#����������������

�3�E�B���C�F�I�B�P���T�B�O�B���C�L�R�K�A���F�K���>���A�F�O�B�@�Q�L�O�Vmnt/hgfs/Admin_share/ �E�F�K�Q�F�K�D���Q�E�>�Q���Q�E�B�V���M�L�P�P�F�?�I�V
�T�B�O�B���O�B�Q�O�F�B�S�B�A���C�O�L�J���>���O�B�J�L�Q�B���P�E�>�O�B��

File analysis

�3�E�F�P���P�B�@�Q�F�L�K���A�F�P�@�R�P�P�B�P���Q�E�B���A�F�C�C�B�O�B�K�Q���M�F�B�@�B�P���L�C���B�S�F�A�B�K�@�B���T�E�F�@�E���J�>�V���?�B���D�>�Q�E�B�O�B�A���C�O�L�J���Q�E�B���R�P�B�O
�C�F�I�B�P��
�3�E�B���&�B�A�F�Q���E�F�P�Q�L�O�V���C�F�I�B���@�L�K�Q�>�F�K�P��

<?xml version="1.0"?>
<metadata>

<document uri="file:///home/stevev/.recently-used.xbel"
atime="1197867496">

<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/.config/gtk-2.0/gtkfilechooser"

atime="1197867370">
<entry key="position" value="0"/>

</document>
<document uri="file:///home/stevev/.lesshst" atime="1197867444">

<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/.bashrc" atime="1197181011">

<entry key="position" value="0"/>
</document>
<document uri="file:///home/stevev/temp/ELF%20exploit.sh"

atime="1197181503">
<entry key="position" value="3522"/>

</document>
<document uri="file:///home/stevev/.bash_history"

atime="1197867429">
<entry key="position" value="0"/>

</document>
</metadata>
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�Z � ���C�F�I�B���@�>�I�I�B�A���$�+�%���B�U�M�I�L�F�Q���P�E���T�>�P���B�A�F�Q�B�A���F�K���P�Q�B�S�B�P���Q�B�J�M���A�F�O�B�@�Q�L�O�V���L�K�����������
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�Z �3�E�B���I�B�P�P���E�F�P�Q�L�O�V���C�F�I�B���T�>�P���B�A�F�Q�B�A���L�K�����������
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�3�E�B���@�L�K�@�B�O�K�F�K�D���Q�E�F�P���>�?�L�R�Q���Q�E�F�P���F�P���Q�E�>�Q���Q�E�B���E�F�P�Q�L�O�V���C�F�I�B�P���T�B�O�B���J�L�A�F�C�F�B�A���>�C�Q�B�O���Q�E�B���J�B�J�L�O�V���A�R�J�M
�T�>�P���L�?�Q�>�F�K�B�A�����>�K�A���Q�E�B���R�P�B�O���C�F�I�B�P���T�B�O�B���L�?�Q�>�F�K�B�A���N�R�F�Q�B���>���P�F�D�K�F�C�F�@�>�K�Q���Q�F�J�B���I�>�Q�B�O�����3�E�F�P���J�>�V
�F�K�A�F�@�>�Q�B���Q�E�>�Q���B�S�F�A�B�K�@�B���T�>�P���J�L�A�F�C�F�B�A���
���T�B���O�B�@�L�J�J�B�K�A���Q�E�B���>�@�N�R�F�P�F�Q�F�L�K���M�O�L�@�B�P�P���?�B���O�B�S�F�B�T�B�A��

�3�E�B���J�F�A�K�F�D�E�Q���@�L�J�J�>�K�A�B�O���E�F�P�Q�L�O�V���C�F�I�B���F�P���S�B�O�V���F�K�Q�B�O�B�P�Q�F�K�D�������J�@���E�F�P�Q�L�O�V�	�����,�F�A�K�F�D�E�Q���@�L�J�J�>�K�A�B�O
�F�P���>���Q�B�U�Q���J�L�A�B���C�F�I�B���J�>�K�>�D�B�O���>�M�M�I�F�@�>�Q�F�L�K���
���Q�E�B���J�>�K�>�D�B�O���E�>�P���Q�T�L���M�>�K�B�P���
���>���I�B�C�Q���M�>�K�B���>�K�A���>



�O�F�D�E�Q���M�>�K�B�����?�L�Q�E���@�>�K���?�B���K�>�S�F�D�>�Q�B�A���F�K�A�B�M�B�K�A�B�K�Q�I�V�����3�E�B���E�F�P�Q�L�O�V���C�F�I�B���H�B�B�M�P���S�>�I�R�>�?�I�B
�F�K�C�L�O�J�>�Q�F�L�K��

�Z �3�E�B���I�>�P�Q���Q�T�L���A�F�O�B�@�Q�L�O�F�B�P���@�O�B�>�Q�B�A���T�B�O�B���#�%�1�6�2�����O�B�Q�O�F�B�S�B�A�=�C�F�I�B�P���
���Q�E�B�P�B���P�B�B�J���Q�L���J�>�Q�@�E
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�Z �3�E�B[Dir Hist New Left Panel] �E�F�P�Q�L�O�V���@�>�Q�B�D�L�O�V���P�E�L�T�P���Q�E�B���A�F�O�B�@�Q�L�O�F�B�P���Q�E�B���I�B�C�Q���M�>�K�B
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���L�R�O���Q�F�J�B�W�L�K�B���F�P���&�,�3���������	���F�C���T�B���P�M�B�@�F�C�F�B�A���P�V�P�Q�B�J���Q�F�J�B�W�L�K�B���T�E�B�K
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Timezone Considerations
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http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_sys.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps_time.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_ps_args.txt
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PyKdump Framework (Python scripting for crash)
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http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_foreach_files.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_foreach_net.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mount.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mount_files.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_log.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_swap.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mach.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_mod.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev_p.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_dev_i.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_kmem_i.txt
http://www.4tphi.net/%7Eawalters/dfrws2008/output/crash_kmem_V.txt
http://sourceforge.net/projects/pykdump
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